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Success of Deep Learning
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Motivation of Edge Computing
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(a) Edge computing is faster than cloud computing.
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(b) Crowed Bandwidth by content-size and #devices.

Figure: Inference on edge for latency and bandwidth

@ #edge devices (loT /Non-loT) will be approximately doubled in 5 years.

@ Performing DNN inference on edge is becoming more preferable:

® Reduce inference latency
Enhance user privacy

.l Avoid bandwidth competition.
S Cut Long-term cloud computing bill



Concerns of DNN Deployment on Edge devices

Increasing model size
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Figure: DNN trend of accuracy vs. model size and memory hierarchy.
Bernstein, Liane, et. al. Scientific reports 11, no. 1 (2021): 3144.

@ DNNs with higher accuracy requires larger model size & higher computing workload.

e Large model normally cannot fit into on-chip cache.

@ Cache the model in Off-chip DRAM with expensive long-distance memory access.
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Energy Efficient In-Memory Computing
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Dr. Fan: Efficient, Secure, and Intelligent Computing (ESIC) Laboratory

Al Performance & Efficiency

* Compute- and Memory-efficient on-device

Al Security & Privacy
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Part-1: Efficient Al Computing-in-Memory
Al Performance & Efficiency

ReRAM
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Our Developed IMC Chip Prototypes (examples): SRAM and NVM

o hybrid 65nm CMOS-ReRAM (HfO2) designs for DNN

o A 1.23-GHz 16-kb Programmable
and Generic Processing-in-SRAM
Accelerator in TSMC 65nm

o Published in ESSCIRC'2022
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o All-Digital Configurable Floating-
Point In-Memory Computing
Macro in TSMC 28nm

o Publlshed in ESSCIRC’2023
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/;8 nm IMC chip prototype for sparse
in-memory matrix convolution
o Supports N:M structured sparsity, run

length encoding, compressed sparsity

column
* Sparse NN
*  Wireless
Decoder
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(Neural BP)

DAC’23
CICC’'24

\ o A 28nm 2385.7 TOPS/W/b Precision

Scalable In-Memory Computing Macro
with Bit-Parallel Inputs and
Decomposable Welghts for DNNs

128x64-Macro
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acceleration and DNA genome sequence alignment
applications.

o 64 by 64 HfO2 RRAM and SRAM module for hybrid
computlng

Counter/Adder/Scan-chain 4
Sense Amplifier
WL Decoder
BL Decoder

SL Decoder
Clk-gen

WL Driver

SL Driver

ESSCIRC’23, invited to extend to JSSC special issue
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o energy efficient IMC with high-density, field-free STT-
assisted SOT-MRAM (SAS-MRAM), ~100nm, NSF
FuSe/ACED projects

(a) STT-Assist Pathi i i I

SBL[i] BL[i,] BL[i,] BL[i] B  Lax

_| i u
soT write W. Hwang, D. Fag . X. Wang, et.,
al., TMAG, 2022
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Sparse Neural Network through Pruning
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Filter Pruning Channel Pruning Filter Shape Pruning

Filter 1 Filter 1 | Filter data values  indices
E / E Dense Matrix Sparse Matrix
Filter 2 | Filter2 | Fiter2 * nVidia GPU beyond Ampere architecture supports N:M
5 structured sparse matrix processing.
| e 2:4 sparsity in A100 GPU, 2X peak performance, 1.5 X
Filter 4,  Filter 4 \ Filter 4, measured BERT speedup in real system, no accuracy
E ] | degradation
(b)
Unstructured and Structured NN Pruning » Sparse-encoded matrix processing (without decoding)
Significantly reduce model size with no accuracy drop is needed for IMC

https://developer.nvidia.com/blog/accelerating-inference-with-sparsity-using-ampere-and-tensorrt/
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Sparse(SP)-IMC Macro Design
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* SP-IMC supports different sparse encoding
schemes: Compressed Sparse Column (CSC),
Run Length Encoding (RLE)

e un-structured or N:M structured sparsity, with
varying index/zero counts from 4 - 8 bit.

* Sparse processing circuits in each row group

Amitesh Sridharan, Fan Zhang, Jae-sun Seo, Deliang Fan, “SP-IMC: A Sparsity Aware In-Memory-
Computing Macro in 28nm CMOS with Configurable Sparse Representation for Highly Sparse DNN
Workloads,” IEEE Custom Integrated Circuits Conference (CICC), 2024.
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Compute Row Group: In-Memory Logic Design

10T [10T|10T|10T|| 6T | 6T | 6T | 6T
DPO[0] /
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4x|DPO[1:0] Idx_top|[3:0]

Partial Multiplier] |Comparators
ldx_Mode L PP_top [+

PP bot. |
lRLC/CSf;‘ELC/cs ldx_to Cmp
Mode | pecode «{Idx RLC

' ldx_out ~F ldx_out |»
VSS IA[1 [Col-1] I Done |~
r DPO[1] T . Partial Multiplier] Col. ldx f
, DPOIJI]=IA[i] * w :x“[fon;O] ldx_bot.|[3:0]
1bW:2bl partial-product IA[i]: input activation [i]
w: weight 10T|10T|10T|10T|| 6T | 6T | 6T | 6T

e Each row group: 8-bits for weight, 8-bits for index.

* In-memory partial product: 10T Dual AND bit-cell design for 1bW:2bl dot-products,
with DPO[0:1] as 2 bit-parallel partial product outputs.



Compute Row Group: In-Memory Logic Design

DPO[0]
VSS L5 S G v. IA[0]

1bW:2bl partial-product

VSS ? IA[1
™ peopyy ™ g

* SP-IMC can be reconfigured to select 2 4-bit indices or a single
8-bit index depending on sparsity pattern and weight resolution.

e Each row group has a Multiply, Decode, and Compare logics

 MDC takes the dot-products from associated bit-cells, takes
indices pertaining to the column and individual weight, and
sends out the partial product if the comparison is successful.
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-
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Pipeline Diagram of SP-IMC in 4b-1A:4b-W Mode
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Uncompressed Convolution Mapping to IMC
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Flattened 2D <

W Matrix

R,S,C

* Uncompressed mapping for convolutions is
done by flattening the 4D kernels to a 2D
weight matrix

* Then it is transposed and stored onto the
IMC array such that the kernel dimensions
and input channel (R, S, C) fall into columns

with adder trees

* The output channel is mapped in the row
direction

* Such mapping is widely used in IMC to
support parallel multiplications and improve

MAC throughput.
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CSC Compression and Mapping

A wool 0 | 0 [wos Compressed in M direction(CSC)
Woo|[Wo1|Woslwosfwie| [O [ 1] 2] 0] 3
0 | Worj0 ] 0 —> Wo2|W,5/W14|Wos 2 (4]13]|2
s || Woz| 0 |Wo3|Woe| O Wig 3
0| 0 [Wia|Wio| Wiy Weight Matrix Index Matrix
O[wiss{0|O)| O

vl

4—
RS,.C >
Sparse Weight Matrix

Woo| 0 Woo| 2 o
Wo1| 1 g Wis| 4 g o
I_
Wo3l 2 % Wi4| 3 g o
o
Wos| 0 BB Wos| 2 BEBW4d 3 K=
< < <

Wiql 3

Retains Multiply Parallelism

* Compressed mapping retains the same structure as un-compressed mapping, R,S,C in
column direction and M in row-direction to support parallel multiplication.

* CSC breaks accumulation parallelism and retains multiplication parallelism, as suitable for
IMCs with shared multiplications.

* N:M structured pruning is preferred to maximize storage efficiency
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RLC Compression and Mapping

Al Compressed in M direction(RLC) 1
Woo| O | O [Wo4| O o o
Woo|Wo1|WoaWos[wi| [0 [1]2]0 ] 3 2 g |0,:J
w
0 01| 0 0 0 -+WO2 W45IW14|Wos 0 1 2 011 0 0 lq:) 0 'q__)
= w02 o wO3 wOG 0 0 0 w-|o 1 0 0 1 § 10| 3 § o 0
0| 0O |Wia|W1io| W11 0 0
0 |wis|o o] o Weight Matrix Zelr\:; feunt
V4 > atrix RLC Mapping
R,S,C
Sparse Weight Matrix

* Compressed mapping retains the same structure as un-compressed mapping, R,S,Cin
column direction and M in row-direction to support parallel multiplication.

* RLC follows same mapping as CSC, but zero count of elements before the non-zero is stored

* N:M structured pruning is preferred to maximize storage efficiency
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Chip Measurement and Performance

@25% |A Toggle rate @25% |A Toggle rate
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. o .
0 T 0 o 0 — —
- 0.4 0.7 1 1.3 0 200 400 600
1mm > VDD(V) Throughput (GOPS)
Die micrograph Area Breakdown VDD Scaling TOPS and

TOPS/W Scaling
* SP-IMC prototype chip is prototyped using 28nm TSMC CMOS.

* The chips are measured at 25°C, 25% IA toggle rate between 1.18V and 0.57V.
* The prototype chip achieves a maximum of 1.16GHz at 1.18V consuming 72mW of power.

* Due to its all-digital nature, it shows good scaling, down to 0.57V VDD maintaining an F__, of
201 MHz consuming only 3.6mW of power.
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Benefits of Sparse Storage and Processing-in-Memory

A Resnet-18 on CIFAR-10 * Resnet-18, on CIFAR-10, 98% Unstructured sparsity mapped to SP-IMC with RLC
1000 — 98% Sparsity + SP-IMC Compression. INT8 Dense accuracy: 87%, Sparse accuracy: 86.2%

<+ Non 100%
+ Spa rse IMC [l - Non-sparse IMC
- SP-IMC Decode hardware
+ + l 50x 75% = - SP-IMC Compute hardware
3X
50%
4x l || °
> ol ¢ * 25% '
I I I I I
14 5 68 9 10
2 3 4 5

Layer # Layer # 1

- n
o

s 8 8
| | l
e
4—

% of Area

# of Macros
(Normalized Array Size)

* Due to sparse-storage and sparse-processing, SP-IMC could process larger DNN
model with less hardware cost (e.g. less Macros, less memory, less power, etc.)

* # of SP-IMC vs non-SP-IMC macros required to map a pruned Resnet-18 trained on
CIFAR-10 will be significantly reduced by more than 10X.
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Aided by compressed sparse storage, SP-IMC can
greatly reduce # of write OPs for IMC macros .

# of Write OPs

Comparison with prior works (1 of 2)

1.4K
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1.0K|-a—-ESSCIRC'23(3] <@~ This work [~
: " :
i g f
07K_ S AR A I RO SO S I .. / // :_
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0 5K 10K 15K
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Includes write latency - 1 cycle/word size
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700+

=@-This work

- |SSCC'23 [2]
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—a—ESSCIRC'23 3]}

.....................................

# of cycles

................................

0 6K
# of MAC OPs'2

..............

18K

Due to sparse encoding, SP-IMC could store more weights/kb.

FoM = TOPS/W() * TOPS/mm?2 () * # of W/kb

30K

~&— SP-IMC - 1:8

-----------------

® |SSCC'22[6]
© 1SSCC'23[2)

=&~ SP-IMC - 1:16 ||

X ESSCIRC'23(3] |

LT TR,

---------

we

: X

8

! 1
0.5 VDD(V)1

1.5

In the system level, this translates to the reduction of writes operations to IMC, as we scale the

number of MAC operations.

Less processing latency could also be achieved with directly processing sparse-encoded weights

Highest FoM considering Energy efficiency * area efficiency * weights/Kb
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Comparison with prior works (2 of 2)

Work ISSCC’22 [1] ISSCC’ 23 [4] ISSCC’22 [6] | ISSCC’'23[2] | ESSCIRC’23 [3] This Work
Technology 28nm 28nm S5nm 4nm 28nm 28nm
IMC Sparsity Support X X X X X RLC/CSC/N:M
Supply Voltage (V) 0.45-1.10 0.64-1.03 0.5-0.9 0.32-1.1 0.9-1.1 0.57-1.18
Macro Area (mm?) 0.049 NA 0.0133 0.0172 0.0159 0.24
Clock Frequency (MHz) 250 20-320 360-1440 1490 30-360 201-1160
. . 8T(55%) 8T x 2bit 6T+4T(50%)
Bitcell Transistors 8T 10T(45%) 12T +OA| 6T+0.5T 6T(50%)
. 4K(Weights)
Array Size(b) 16K 1.15M 64K 54K 16K + 4K(Index)
. .. IA:1-4b IA: 1-8b IA: 8/12/16 IA: 1-8 IP:2b/4b/8b
Bit Precision W:1b INTS W:4b W: 8/12 W: 8 W:4b/8b
Full output precision No Yes Yes Yes Yes Yes
Performance(GOPS)'%’ 62.5* 22.9* 104.735 127.15 0.95-11.6 41.29-238.86°
Peak Energy Efficiency®’ 15.6%/70.37° 87.4®) 5
(TOPS/W) 9.6-15.5 (System) 17.5-63 41.39) 22.4-60.4 4.38-57.67
Compute Density*>”’ ;
TOPS/mm? 2.59 0.85 0.44-1.76 0.27-1.01 0.12-1.46 0.21-1.2
2.97K* 11K-24K(1:16)
FoM 3.182K 3 95K5 3.942K 3.219K 0.9K-4.1K 5.5K-12K(1:8)

* Best Performance (GOPS)

(1) Normalized to 8Kb. () One operation is either 8b multiplication or addition. ) Normalized
quadratically to 28nm. *Estimated from previous works. ) 75% Sparsity, ©) 92% Sparsity. ©)
93.75% Sparsity (1:16 Sparsity).

GOPS Calculation: 32(Rows) x 16(Columns)/Latency(5xClk period). ("Excludes write
energy/latency otherwise incurred by other works for a scaled-up matrix that fits in SP-IMC

and not in other works. @ @ 12.5% TR. ©® @ 50% TR (10 @25% TR.

* SoTA Energy Efficiency

e Best FoM
48
FoM = TOPS/W™ * TOPS/mm?2 ™ * # of W/kb



Sparse Matrix Multiplication for Communication Application:
Neural Belief-Propagation (BP) Decoder
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Amitesh Sridharan, Fan Zhang, Yang Sui, Bo Yuan and Deliang Fan, “DSPIMM: Digital Sparse In-Memory matrix vector multiplier for 49
Communication Applications” In: 59th Design Automation Conference (DAC), San Francisco, CA, July 9-13, 2023



Sparse Matrix Multiplication for Communication Application:
Neural Belief-Propagation (BP) Decoder

Step 1: uf}—)c - W'i2o X lv + We2o X ’U,i:)l,u

o Structured Sparse MVM - Wiz, x 1,
o Unstructured Sparse MVM -- W.,, x u

Step 2 & 3: Min-Sum and Dot-Product
Compute. u,, =weox min Jub | ] sien(ul_,.),

v'€M(c)\v o EM(e)\w

Ucip1r = W X SIgN(Upzer) X SigN(Ups—er) X MIn(|Upzoer | [Uvaser])

Iteration-1

Step 4: S, Calculation s, =1 + Weas X uc_,,,
o Performed only once for the last iteration.

t—1
c—v

O O: fixed, no update.
> 2

O — U

O o2 ) lv
O Ve ® v
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2
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>
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Iteration-1 - - - Iteration-N

[\ : Wino 7 : Wepp ™™ : Min-Sum ™ : Wer]
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Performance Evaluation

GWCL ALGORITHM MEMORY BENEFITS(EXCLUDES INDEX MEMORY)

Code Length/ 121 672 1056
Weight Memory | Uncompressed | GWCL algorithm | Uncompressed | GWCL algorithm | Uncompressed | GWCL algorithm
Wi 73.2KB 0.6KB 1.5MB 2.2KB 3.7MB 3.52KB
Wao 366KB 2.4KB SMB 5.5KB 12.3MB 8.7KB
W3 366KB N/A 4.9MB N/A 12.3MB N/A
Wy 73.2KB 0.6KB 1.5MB 2.2KB 3.7MB 3.52KB

Significant memory saving due to sparse encoding & processing, the sparsity ratio is very high in Neural BP

POWER BREAKDOWN 4.9% IP & Index Buff.

SSP-Matrix Mem(256x256) USP-Matrix Mem(128x256) o i
1.5% WL Drivers 2.5% Over-Flow Det.
Hardware Power (mW) Hardware Power(mW) 1.2% IP & Index Buff. 1.4% IP Decode.
Bit-Cell array(8T) 11.6mW Bit-cell array(6T+8T) 4.2mW 0.3% IP Decode 1.3% WL Drivers
Shift Accumulator 46.73mW Comparator 21.3mW 0.4% Counters.
] R+C 0.5% Shift Acc.
Routing Network Parasiti Adder Tree 18.7mW
arasitics T B
IP Index+IP Buff. 6.3mW Ip Index + Ip Buff. 4.22mW
Decoder 0.88mW Shift Accumulator 6.74mW (A 0
Ip Decode 1.3mW Overflow + Counters 4.63mW
Total 66.81mW Total 50 70mW (A) Area Breakdown of SSP-MVM (B) Area Breakdown of USP-MVM

* The majority operations in Neural BP is sparse matrix multiplication
* QOur designed SP-IMC could significantly reduce the model size, thus chip area and power consumption

Amitesh Sridharan, Fan Zhang, Yang Sui, Bo Yuan and Deliang Fan, “DSPIMM: Digital Sparse In-Memory matrix vector multiplier for Communication Applications” In: 59th Design AGtomation
Conference (DAC), San Francisco, CA, July 9-13, 2023



Comparison with SOTA

COMPARISON WITH PRIOR LDPC IMPLEMENTATIONS

This Work TCAS’21 [15] VLSI’18 [16]
Code Length 1056 1027 2048
Core Area 1.32mm"2 2.24mm"2 16.2mm"2
Frequency 783Mhz 1000Mhz 862Mhz
Throughput 224Gb/s @4it 833Gb/s@4it 588Gb/s @5it
Area Efficiency 169.7Gb/s/mm™2 | 371.9Gb/s/mm™2 | 36.3Gb/s/mm"2
Energy Efficiency | 1374.2Gb/s/W 109.605Gb/s/W 44.21Gb/s/W
Latency 57.465ns @4it 38ns @4it 69.6@5it
Power 0.163W 7.6W 13.3W
Node 28nm 16nm 28nm
Algorithm neural-BP Layered Finite Alphabet

Compared with non-IMC ASIC implementation of Channel
decoder, ~10X higher energy efficiency could be achieved

Amitesh Sridharan, Fan Zhang, Yang Sui, Bo Yuan and Deliang Fan, “DSPIMM: Digital Sparse In-Memory matrix vector multiplier for Communication Applications” In: 59th Design AGtomation
Conference (DAC), San Francisco, CA, July 9-13, 2023




Our Developed IMC Chip Prototypes (exam

o/ hybrid 65nm CMOS-ReRAM (HfO2) designs for D

o A 1.23-GHz 16-kb Programmable o All-Digital Configurable Floating- lerati 4 DNA I
and Generic Processing-in-SRAM Point In-Memory Computing :cc?er‘?’ '?]n an genome sequence alighmen
Accelerator in TSMC 65nm Macro in TSMC 28nm 6éplprC2£IlOHf562 RRAM and SRAM module for hvbrid
o Published in ESSCIRC’2022 o Published in ESSCIRC’2023 ° y an module tor nybri
< 1.5mm R ECOCCOCOO00CORN computlng
v — e 790 pm -i-—-;—.d = o
™) c }
ecoder Scan e 2 '
e '. E -~ ||| FPIMC Array g :3=
Memory< x <t bg E :d | m
Array & S | q' e = i .- | o
11— = ||= i 'q | m .
= 4*’;D | W 1. Counter/Adder/Scan-chain
S o v SeanChain g | m I
e T "l H oo
o 28 nm IMC chip prototype for sparse o A 28nm 2385.7 TOPS/W/b Precision b H o SLomer
SSCIRC’23, invited to extend to JSSC special issue

in-memory matrix convolution Scalable In-Memory Computing Macro
o Supports N:M structured sparsity, run with Bit-Parallel Inputs and

o energy efficient IMC with high-density, field-free STT-

length encoding, compressed sparsity Decomposable Welghts for DNNs assisted SOT-MRAM (SAS-MRAM), ~100nm, NSF
A\ - ' FuSe/ACED projects

column
*  Sparse NN N %
*  Wireless 128x64 Macro
Decoder c - - .
(Neural BP) - - ) B
: . 128x64 Macro
. : . : -

CICC’24 r; N rySe o o : 2 e o s R o o rr C SO;;/:/}:ite W. Hwang D. Faglls X. Wang et
: e i al., TMAG, 2022

(a) STT-Assist Pathi i i I
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Analoqg: Neuromorphic Computing-in-Memory Devices & Circuits

electrical signal
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Resistive RAM Crossbar

Set -> LRS Reset -> HRS

_HID,

e

Si0,

)
> 2.0E-4 -
= - Volta Vs
3 8 w1F w1 w13'
> < w21'/22'123'/
| -
c - S S
g - W3 ’ 308 5 1. M. Liehr, et,al, "Failure Analysis of 65nm CMOS
O 3 Sample A forming ‘ Progcrammable Integrated Nanoscale ReRAM Devices on a 300mm Wafer
E - ——— Sample B forming 8 Platform," 2022 IEEE International Integrated Reliability
c Sample A set/reset ZV ZV ZV memristors Workshop (IIRW), South Lake Tahoe, CA.
O Sample B set/reset igW; i2W; i3Wi> 2. 1. Hazra, et, al, "Improving the Memory
+ -2.0E4 P Sk e R Window/Resistance Variability Trade-Off for 65nm CMOS
; — , . — Integrated HfO2 Based Nanoscale RRAM Devices," 2019
N -2 -1 0 1 2 3 4 IEEE International Integrated Reliability Workshop
Voltage (V) (IIRW), South Lake Tahoe, CA

X/
X4

sample A: deposited thin layer of 6 nm HfO2 switching layer via atomic layer deposition using a chlorine-based precursor
sample B: using an organic carbon-based precursor. 56
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Crossbar based In-Memory Computing device & circuits

Why RRAM crossbar?
Pros: 1) O(1) convolution; 2) multi-bit cell; 3) mature technology demonstrated in 22nm chip by TSMC, etc. 4) Non-volatility; 5) area
Cons: large write power/voltage, slow write, endurance, variation, non-ideal effect, unreliable, etc.

What we have developed to address those issues from co-design perspective.

B~ wh =

Aggressive low bit width model compression (CVPR’19, DAC’17-22)

Crossbar-aware pruning, etc. (AAAI 2020, etc.)
Noise-aware and hardware non-ideality aware training (CVPR 2019, DAC’19/°20, TCAD’22, VLSI-TSA'22, etc.)

Crossbar—aware on-device learning/tuning methodology (DATE’22 (best IP paper), DAC’'22 (best paper candidate
nomination of the track), Frontier in Electronics, etc.) Will discuss in later algorithm session

Hardware perspective: Developed hybrid RRAM-SRAM In-Memory Computing (RS-IMC) chip

’ll — o e I B EEEEEEEEEY EEEEEEEEEN
Control I ) B} " L J [ n [ ] (1] ; ] "n == - ‘
Y — = -
RRAM Hin p -
Crossbar 2118 e — :
> 3 ||e :
5 Arrays g I ;: .
2| | (64x64) g 3 % =% =
- E > = -3
12| [rRrRAM HANIRIE . ==
F-D: —L—l % 14 EI-; l " Y |
= L] .E = e |
SRAM [ &l|a = .
) >| Array [ E §' [ Column MUX (8:1) | - i -
L 7
1 || [B269) | | 5 3bitAbc, butfers |

Project funded by NSF Career award



Crossbar based In-Memory Computing device & circuits
Developed hybrid RRAM-SRAM In-Memory Computing (RS-IMC) chip

) — R EEEE
Control I AR n. o e e g T T T R
RRAM [ -1 N - o
Crossbar S8 e 1w ‘'m
=) Tl = i
E] Arrays g § :.,E; ;: =: - :;
z ol -
€ (64x64) = allg == = .l
12 a = 5 = zm : .;
| _RRAM A IEE i om .
2} | 9 T 2|5 W= i -j
- o3 E m = Y | _ .%
| SRAM [* &l|a - i ll%
\ | Array e HIE [ ColumnMUX (8:1) || WBEs — ™ J
[ Mo e e e R N e ma T 3
LI L2 | [H 2 aorabe.ourers | [(ECHCHEEEEEE sie 9 4

RRAM-SRAM hybrid prototype chip with one 64x64 1T1R RRAM array (3-bit ADC) and one 32x64 SRAM array,

and other peripheral circuits, with both RRAM crossbar and digital SRAM neuron module for hybrid computing

« The chip design was fabricated by SUNY Poly’s Albany Nanotech Complex (collaborating with Prof. Cady and
Cao) at 65nm technology

« Hybrid learning methodology with hybrid design (large RRAM and small SRAM parameters, introduce later)

RRAM Pros: 1) O(1) convolution; 2) multi-bit cell; 3) mature NVM technology in 22nm chip by TSMC, etc. 4) Non-volatility 5) area
RRAM Cons: large write power/voltage, slow write, endurance, variation, non-ideal effect, unreliable, etc.

58
SRAM Pros: 1) fast & easy to write; 2) unlimited endurance; 3) very mature technology with high reliability.

SRAM Cons: small capacity, large leakage, large area, volatile, ]
Project funded by NSF Career award



Digital-Assist Analog IMC: Accurate and Eff|C|ent Computing

« Ideal Weights (Software) Network RRAM RA Accuracy
0.5. 2'2.‘.‘,51 ?gigr‘r;t"sw;;:ttlsons Precision Precnslon Precision (VAT)
- . Baseline Inference Accuracy: 89 45%
g % 2 ent 3-bit RRAM, 3-bit ADC, no SRAM o
ﬁ o 1-bit 84.08%
2 0.0- 1-bit 2-bit 88.71%
Qo _ .
g . b 3-bit 89.06%
z & 1-bit 91.15%
2 05 ;.5 2-bit 2-bit 91.58%
e 4 3-bit 91.50%
0.4 0.3 0.2 -0.1 0.0 0.1 0.2 0.3 0.4 24.0k
—— -
Level 0| 1|23 |4|5]|6]| 7 __22.0k
& .90x
RRAM State | LRS | HRS ,Eg 20.0K 295,
Average Variation | 1-bit | 0.1035 | NA P-4
(o) | 2-bit | 0.1035 | 0.2760 | NA < 18.0k;
| 3-bit \ 0.1035 \ 0.2760 | 0.2259 | 0.3549 16.0k -

3-bit ADC 1-bit ADC 2-bit ADC

We developed Variation-Aware Training based on a (a)
method called Noise Injection Adaption, where

model different types of RRAM non-ideal effects as
weight noise during neural network training. .

to device variation

D. Fan,, et. al. “Noise Injection Adaption: End-to-End ReRAM Crossbar

Non-ideal Effect Adaption for Neural Network Mapping”, DAC, 2019 [1] G. Krishnan, et. al.

[2] Z. Wang, et. al.

2-bit SRAM 1-bit SRAM

0.0+ :
3-bit ADC 1-bit ADC 2-bit ADC
2-bit SRAM 1-bit SRAM

* Accurate Digital Module could improve system accuracy due

It could also reduce the resolution of power-dominating ADC, y

thus reducing system power consumption

‘Hybrid RRAM/SRAM In-Memory Computing for Robust DNN Acceleration,” TCAD
“Digital-Assisted Analog In-Memory Computing with RRAM Devices”, VLSI-TSA, 2023




Multiple 65nm Hybrid CMOS/RRAM(H{0O2) Chips Testing-in-Progress
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Genome Processing: Alignment is the Computing Bottleneck

@ Patient’s Genome Fragment Reference Genome Genome Short Read
L L Alignment becomes the
@E, o oy i — major bottleneck
&0

5 [ o— _-_—) 5 I
B B £ ] f M— -]
[E— ) P—
=) C ) C — - ]
=) C . T

‘ Result of Short Read Alignment
for further gene related scientific analysis

93%

* Genome sequencing plays a pivotal role in disease diagnostics and personalized medicine strategies.

* The immense size of genome data poses challenges for GPUs/CPUs, primarily due to memory-wall
constraints

e IMC stands out as a suitable option, due to the large data and simple operation. o



DNA Alignment-in-Memory Algorithm

Algorithm 1 Genome Alignment-in-Memory.

_—_______________________________ BW 1stcol. BWT  Occ. Tabl Sampled Marker Table Suffix
Require: : Pre-Compute and Data Mapping: Partition pre-computed BWT, Marker|’ _co ks Occ. Table (M) Array
(Mr) and Suffix Array (Sa). et sl fsf ALLCT o ALC G T AcC G T (Sal
input: Genome Short Read-R é La o~ Count i
output: Positions of short read-R in reference genome-S Count(C) +H{C]- -+ |L¢ d E ceT —
Step-1. Initialization: — + = .
1: low + 0, high < |S| —1 Couni(@) “E‘"" Lg| —
Step-2. Backward Search: s d—" -
2: forpi = |R| —1 to 0 do sl _‘LI Ly *d is the sample distance
3 low « |Bound(My||low/d)), R[i], low) BWT Occurrence table Marker table
4 high <} Bound(M¢[| high/d|], R|[i], high) (Burrows-Wheeler & &
5. if low > high then Transformation) Sampled Occurrence table Suffix Array
6: break & return 0 > there is no exact alignmen
P :>Read searching implemented through the iteratively-

Step-3. Get matched positions from stored suffix array based on a search result:
9: for j := low to high — 1 do
10:  positions < MEM(S 4[7])
11: end for

Define procedure Bound:

> Read pgjitions from Suffix Array memory

12: |Procedure: Bound(Mr,nt,id) > compute matched i

13: Jcount_match < 0

14: |for j := 0 to j < (id mod d) do > count number of nt¢ within the BWT fregion
15: if XNOR_Match(nt, BWT|id — (id mod d) + j|) == 1 then

16: count_match = count_match + 1

17: end if

18: Jend for

19: > Read Marker Table

20:

marker « MEM(Mr[|id/d|], nt])
return ADD(marker, count_match)

21:|lend Procedure

value

used Bound(MT, nt, id) procedure. To get SA
interval of low and high for given intput - nt

Optimized bit-wise IMC friendly logic functions
i. XNOR_Match, ii. MEM, iii. ADD

[1] Fan, Deliang, et al. "AlignS: A processing-in-memory accelerator for DNA short read alignment leveraging
SOT-MRAM." 2019 56th ACM/IEEE Design Automation Conference (DAC). |IEEE, 2019.




IMC Macro Block Diagram and Data Mapping

r | clk { Random )
— Scan_In
Scan <ﬂ
Chain
— LTl > 64 Cols
I Ref |14 Rows
MUX 19 R
J| — | |5 BWT || 12 Rows
79— 8s || eaxes [|3]|225HS = (A) 1
g 56 | || RRAM xbar [ @ |8 & | |2 48 Rows
- ng I“IT *
Sense Amp (T) - ( 1 2 4>
Co‘f”te” Adder 64 X 64 RRAM Xbar

ScanI
Chain —>| Scan_out

67



IMC Macro Design and Datatlow

Step 1: Match & Counting Step 2: Adding Marker

|
I
|
64 Col L EEEEA 64 Cols  s[A-A- AWK
InputI OS  NT Ref “[q-q-@-@-1 ' Inpu e . rEEE
NT [C-T-G-C-A N7 Ref NI I  E IREE
BWT = -A - | - tU A0 100
5%; M ann ann I (A) \ ' ] \ — ]
e v - TP BTy
v v =L . v v MarkerforA‘ Marker for A
Counter| ~dder . % : With Carry Without Carry
Scan-Chain O ’ O O I Counter | Adder |‘i||_0_| 1l :I I—O—II—O.—|
I _ Y Y
|0 OCounter | : | MUX «SI
|

=) QOutput
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BL Dec

SL
Decoder

MUX

Transmission

Gate

64 X 64
RRAM Xbar

IMC Macro-Circuits

BL Voltage

—Random
= - (b) Sense
= e M ( BL Decoder ) VSL  VBL
- rere rere —
. VSL Bitline, B|t||r:’e\>,1L0 _ g R1 R2 -
— g @| |Pecodero=1 l Ol [NT [ 1-bitiCell | 2-bit/Cell
gg E ol & o ol \RZ%\ o |8 (2RRAM/NT)| (1RRAM/NT)
HJEE o [Pecodere=t TG )R n WL=1=|[ A | LRS-LRS LRS
) \N%\ JJI[ C [ LRS-HRS | LRS* 5
Coumreryroaer . Vref2 - N\ G | HRS-LRS | LRS* &2
VieFi f y T | HRS-HRS |HRS=LRS * &3
\. o, - -
2000 I - I ep-g en & en & en (c) Normal Read:
-1 I Mi R; VBL XNOR Read
is- i5-
! l LRS ~%VSL 1 1
§1500 tch Match ' Ma c1h> % kg hvsL 1o i
£ Latch Latch
S HRSLRS HRS-HRS LRs-HRS aie aie Sense
o 1000 or ‘ I I ?
o I I Counter/Adder/Scan-Chain > S
S I LRS-LRS 1 ERS 2=
Z 500 : :
| 86mvV ﬂ I 8dmV|
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Prototype Chip Photo & Area Breakdown

~ —_—
\Ll

Sense Amplifier
WL Decoder
BL Decoder

SL Decoder
Clk-gen

WL Driver

SL Driver

Transistor

N WN =~

* |t is Pad-limited, occupying 5.175mm?.
* The core design occupies 0.402mm?.

Digital

Peripheral
10.92% \

64x64 Xbar
37.81%

WL Driver +
/Level Shifter

SAx64__- 12.68%
7.49%
BL Sowitch
oo
Design This Work
Technology Node 65nm
RRAM Type ITIR HfO, |
RRAM Array Size 64 x 64
ITIR Array Area (mm?®) 0.1436
Operating Voltage (V) 0.9~1.2
[ Operating Frequency (MHz) | 23.7~84.5
Energy Efficiency (TOPS/W) | 2.07 (at 1.0V)
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Experimental Test Environment

* Chip fabrication is
collaborated with SUNY
Polytechnic.

* Testing is performed on
NI PXl-e 1078 with

customized LabVIEW
program.
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Measurement Result

Lid:ﬂ"mmﬂmmmm Bgmy |

I
is-| ' Mi

[
tch Match 1 Ma
-LRlb HRS-HRS L:RS-
I or

|
I LRS-LRS :
|

|

5.
c]

192}

* Forming:
Vi = 3.8V 2000 [
Pulse = 10us
o =
Set = sl Sanof
* Set: s ° 21000
V.. =12v 2 4| LU,
s (/)] 10 i \
Pulse = 1us D . § 500
Vy =15v &
0 {
* Reset: 103 : : : ! 0
V... =33V 0 200 400 600 800
Pulse = 100ns RRAM Cell
Vi, = 3.3V

Measured Cell Resistances

01 02 03 04
BL Voltage

BL Voltage for XNOR
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Comparison with Prior Works

CPU [10] GPU [10]

. ASIC [10] Ours
Metrics AMD Opteron NVIDIA Tesla FPGA [12]
1R M2075 CMOS  CMOS+RRAM
Technology 45nm 40nm 28nm 40nm 65nm
Die Size (mm?) 143k 1.6k 148 7.84 0.1436
Power (W) 30 <200 247 0.135 0.01
Frequency (MHz) 2000 1150 200 200 845
On-Chip 0.5(1-bit)/
Memory (KB) 17,120 1,664 N/A 384 12510
Throughput 6.9% 104 8.3%10° 15x108  5.1x106 2.12%10°
(suffixes/s)
Energy Efficiency 870 4200 62x10°  3.7x108 2.12x109
(suffixes/J)
Throughput-to-Area 200 1600 420 6.4x 105 1.47 %109
(suffixes/s/mm=)

"Memory-Wall’ limits CPU/GPU’s throughput and energy efficiency.

FPGA[12] has higher Perf. than CPU/GPU due to larger scale (8 FPGAs in the design).

ASIC[10] significantly improved energy efficiency.

Our first RRAM-based IMC macro achieves best efficiency with 2.07 TOPS/W and 2.12G suffixes/J at 1.0V



Our Developed IMC Chip Prototypes (examples): SRAM and NVM

o hybrid 65nm CMOS-ReRAM (HfO2) designs for DNN

o A 1.23-GHz 16-kb Programmable o All-Digital Configurable Floating- lerati 4 DNA I ¢
and Generic Processing-in-SRAM Point In-Memory Computing :cc?er‘?’ '?]n an genome sequence alighmen
Accelerator in TSMC 65nm Macro in TSMC 28nm 6éplprC2£IlOHf562 RRAM and SRAM module for hvbrid

o Published in ESSCIRC’2022 o Published in ESSCIRC’2023 © Y an moduie for nyor

4 1.5mm . ECOCCOCOO00CORN computlng
’ | o e i ”d u g
o C }
ecoder Scan e 2 '
peiay '. E ~o||&| | FPIMC Array E:j :; :
Memory< x <t 5 E :d o |
Array & S | q' e = i .- | o
11— = ||= i 'q | m .
= { *’;D | . Counter/Adder/Scan-chain
=2 _I_Sgan_C_h_aLli | = a;aLn;eArzpliﬁer
IO i B = ecoder
e aasssEIEE H ;e

PNoOOALNS

Clk-gen
o 28 nm IMC chip prototype for sparse o A 28nm 2385.7 TOPS/W/b Precision Slomer T
in-memory matrix convolution Scalable In-Memory Computing Macro ESSCIRC’23, invited to extend to JSSC special issue
o Supports N:M structured sparsity, run with Bit-Parallel Inputs and energy efficient IMC with high-density, field-free S
'e';gth encoding, compressed sparsity Decomposable We'ghts for DNNs ?/assisted SOT-MRAM (SAS-MRAM), ~100nm, NSF
column A \

FuSe/ACED projects

« Sparse NN :
*  Wireless

Decoder mas .

(Neural BP) £ gl : ) B
cicc24 | i . e ,

7 P F 3 g ‘fi CRORCACR0

(a) STT-Assist Pathi i i
SBL[i] BL[i,] BL[i,] BL[is] BL[iy]

CLED LTI A AN

W. Hwang, D. Fal%s X. Wang, et,,
al., TMAG, 2022




MRAM based In-memory logic circuit designs

% DR e L. z.2. |
[ Column Decoder (W/R/L) |~ di}t iégéfa{ 2f 2030 5 Basic In-Memory logic — AND/NAND, OR/NOR, (ASPDAC 2018)
Vsens, u i = i !
V 1 VZ ref i ) SA i R R3 Rorz MAJ D3 AND2 E U
S U @ U i _lemf Iref @Imf i N
¢ F e o i B S | More logic function supported: Reconfigurable AND/NAND,
= N =§ =§ =GE° S = R R OR/NOR, XOR/XNOR, Majority In-Memory Logic in one design
§ : g [j]] =  onlon  in]” |y wavel Jawo | (DAC 2018, ICCAD 2018, ISVLSI 2018, TMAG2018, TCAD 2018)
: 1 E T i
E — Ll e >~
o= T D . > : > : T1] T2 24 i . .
S Ve | Var ! Ik 5 Two-Cycle in-memory full adder: AND/NAND, OR/NOR,
Q ] § Y i XOR/XNOR, Majority, Full adder, Adder/multiplier
- ; OR AND : Y :
z ' Uil R |  sum | (DAC 2019, ASPDAC 2019)
2 - - g {(ENw.ENows ENorz, ENway, ENaos, ENavoz) |
L RWLZT Vep ¢ Vapp 1Vapap O
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One-Cycle in-memory full adder: AND/NAND, OR/NOR,
XOR/XNOR, Majority, Full adder, more efficient adder/multiplier

<1% (DATE 2019/ICCAD 2019/ DAC2021)
» | o agmlTs L @ wy PP
I T i, Supported ISA <
4 )n opcode operation function
— . FRC B+ A Copy row A to Row B
W/ IML21 A.B AND2/NAND2
oo V'e!f’OR R v'j"“”" ‘L‘R:":‘pi'iﬂ')f IML2x IML22 A+B OR2/NOR2
oo | A | IML31 AB.C AND3/NAND3
R T ders & IML32 A+B+C OR3/NOR3
_— ML3x | IML33 | AB+ AC + BC MAJ/MIN
A 0 head: 1 le i IML34 A® B XOR2/XNOR2
rea vverhead. 1-Cyclie 1n- IML35 A®BaC XOR3/XNOR3
memory FA IML36 Sum/Carry add/sub
D. Fan. et. al. DATE 2019, DAC 2019 .
P1 of projects funded by SRC nCORE, Best Paper Award: ISVLSI17, GLSVLSI'19

NSF FuSe, ACED, SHF, FET, etc. Best Paper Candidate Nomination: DAC’21, DATE’22, DAC’22



High Density STT-Assisted SOT-MRAM (SAS-MRAM)

STT-Assist Path
* Achieves MRAM Design Goals: 1 )
SBL[i] BL[i,] BL[i,] BL[i] BL[iy]
v High Speed Switching (~1 ns) Nanoscale Wil P .
/ MTis H | ixed ixed ixed ixed
v’ High Density (~1T1MT)) - sorwerst || B B BEA. B
’ SOT Layer N SSL[i]
v Minimal current through bews Tress e lens
tunnel barrier P17 1 f
SBL[i] BL[i,] BL[i,] BL[i,] BL[iy]
. High Effici
« SAS-MRAM Device: N soT Material WLm] ~E— i —+ |
) ) Area Efficient cd  Cixed yrixed —
* Multiple MTJs per SOT line Layout e =

* Amortize SOT driver area IMC microelectronic chip for Situation-Aware Edge-Al, newly awarded NSF FuSe

&power (Future of Semiconductor, part of CHIPS Act) and ACED projects

Sourcelinf : ©
Bitline \ b Q
- ladee 9 Column decoder - l n te )
y l 1 Co-de \ | § /50T Driver VY soT Driver Co d_eSlg = Fixed model on task t-1 @ " o
P WY . / ;‘ § %=
4 ’ \ 1 S i
J‘-- v € : 5 i 4t~ ’ §i- Q&

S .QY
HE

S
S

717 1™

§3

-y

| :k:' Y . W]  WINI] l
% wL i‘ '
Write;m %m !'-, / Wordline * D;;::L wee _A—A r____---IAIF @
'_%:_ '._j_.:.. :T Bit-serial MAC:EZﬁ&Accumulator ' : Par:;i;';e-l ;;:
Thrust-1: Thrust-2: Thrust-3: = = ===
2T-SOT-MRAM device & fab. Al-PIM chip design & tapeout Al algorithm co-design 100X energy efficiency ——=r=
Stanford Hopkins Duke

In collaboration with Dr. Shan. X. Wang from Stanford University, preliminary results published in collaborative work: W. Hwang et al. “Energy Efficient Computing withs
High-Density, Field-Free STT-Assisted SOT-MRAM (SAS-MRAM),”"TMAG 2022



SAS-MRAM Device Prototype

TABLE I
RELEVANT MICROMAGNETIC SIMULATION PARAMETERS
Symbol Quantity Value

o damping constant 0.008

Osti4 spin Hall angle 0.6

M, saturation magnetization 1.3 MA/m

tsor SOT pulse width 2 ns

Istr STT pulse width Sns
w MT] critical dimension 18, 26, 40, 56, 80 nm

AR MT]J aspect ratio 1.0 (z-type), or 3.0 (x-type)
tr free layer thickness la:clf)lrgi:i;lt?i? ii(:qr (I:a(l;il;:z;i
% first order uniaxial calculated according to Eq. 2 (z-

! anisotropy constant type), or 0.31 MJ/m® (x-type)

— MuMax3 cell size I nmx 1 nm X ¢

0 —_— 1 1 i
=300 -200 -100 0 100 200 300

H (Oe)

Fig. 8. SEM images of (a) SOT line patterning (maskl), (b) self-aligned
double-MT]J cells (mask2) and (c) top electrodes and SOT ohmic contacts of
quad-MT]J cells (mask3). (d) Optical micrograph of the SAS-MRAM device.
(e) Field-dependent TMR curve of a 100 nm * 50 nm MT]J cell.

In collaboration with Dr. Shan. X. Wang from Stanford University, preliminary results published in collaborative work: W. Hwang et al. “Energy Efficient Computing with
High-Density, Field-Free STT-Assisted SOT-MRAM (SAS-MRAM),”"TMAG 2022
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In-MRAM MAC for Al On- Chlp Inference and Learning

l’ Column decoder v | Architectural-level Simulation  p———{Performance for different workloads|
PE Y] STT Drivers Sg Drivers & t
SOT Driv Y V ¥V Y v Y Y T i| Extracting Performance Parameters i.e. Delay, Energy, Area for the system w.r.t. | :
_J w(0-3] Wi - (1+3 )] _g cache configuration file (.cfg)
> 1] ,_r f S | 1 t Develop memory library for | |
PE S) S Configure NVSIM for existing memory NVt Tased drcaitlavad dital |
S Mo R L e for SASMRAM, ___|
: g o B eeeeereessoesoesssessessocsecssesessseressessos ffesossorstossesssessororessessessesstesseessesseos foesossssesasaces e
2 S sLO Extracting Performance Parameters i.e. Delay, Energy, Area .'!._'_"
= ! = |
t £ s
PE “ § i [ Design & Verificationofa |, Circuit level 53
] o | single 256x256 sub-array Verification(Spectre) E %
buffer |‘ S (Cadence Spectre) Veriltog-A £ é
F 1T1RSTT-/| |SASMRAM g
1 control “ Penpheral Shlft & Accumulator i | 6T circuitlevel 2T SOT- AnC¢lalll 8
Spect alysis ;
T (b) In-Memory-MAC Processing Element (PE) | 2 = e e _.
N S NSRS —, —— §
Digital bit-serial 1-Bit Multiplication (AND) in memory 2| Default NVSim MTJ modeling using NEGF-LLG |
- : Verilog-A é
181" OUSEHAL exampte: 4b input(a) x4b weight(w) 31 Bt Y S e e e |
in-MRAM MAC 4 bit input broadcast to WL in bit-serial SRAM MRAM
operations 4b weight bits stored in 4 MTJs Fig. 5. A graphical representation of the bottom-up evaluation framework
Read "AND’ logic in 'SA’, then shift&accu. which was used to evaluate the array-level performance in this work.
Bit-serial input 1011 (Weight) Dr. Fan’s group developed cross-layer in-memory computing
h d x1 1 01 (nput) simulator: PIMA-SIM, Open-sourced in github:
sent to the rea Cyclel:Wx1 1 0 1 1 e
transistor gate Cycle 2: Wx 1 1 0 1 > https://github.com/ASU-ESIC-FAN-Lab/PIMA-SIM
Cycle 3: Wx 0O O 00O % ) ) ) . .
Cycle 4: Wx 1 10 1 1 D. Fan, et. al., ““On-Device Continual Learning with STT-Assisted-SOT MRAM based In-

Shift &Acc: 10 0 01 1 1 1 Memory Computing,” ” TCAD 2024 80


https://github.com/ASU-ESIC-FAN-Lab/PIMA-SIM

Energy Savings of SAS-MRAM over SRAM for On-Chip Learning
- Cost of Performing One ResNet-18 Weight Update (8-bit)

* Training from scratch requires ~421,875 weight updates

10 N . ~ -
Leakage Energy 21x EDP Benefits
s = Write Energy §3 |
< =
& 7
= ~14x €2 1
;° 0.5 - é
& g | ~1.5x
= 511 p v
v
Y BN BN BN E 0 - : : .
SRAM  STT-MRAM SOT-MRAM SAS-MRAM SRAM  STT-MRAM SOT-MRAM SAS-MRAM

Fig. 6. Energy and latency required for one epoch of ResNet-18 weight
update for various MRAM technologies vs. SRAM. SAS-MRAM shows

~21x EDP benefits with respect to SRAM when evaluated using the NCSU
45nm PDK.

81
“Energy Efficient Computing with High-Density, Field-Free STT-Assisted SOT-MRAM (SAS-MRAM),"TMAG 2022



Summary: Our Developed IMC Chip Prototypes: SRAM and NVM

o hybrid 65nm CMOS-ReRAM (HfO2) designs for DNN

o A 1.23-GHz 16-kb Programmable o All-Digital Configurable Floating- lerati 4 DNA I ¢
and Generic Processing-in-SRAM Point In-Memory Computing :cc?er‘?’ '?]n an genome sequence alighmen
Accelerator in TSMC 65nm Macro in TSMC 28nm 6éplprC2£IlOHf562 RRAM and SRAM module for hvbrid

o Published in ESSCIRC’2022 o Published in ESSCIRC’2023 © Y an moduie for nyor
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r T Y e ”d u g
o C }
ecoder Scan . e 2 '
peiay '. E ~o||&| | FPIMC Array E:j :; :
Memory< x <t 5 E :d o |
Array & S | q' e = i .- | o
11— = ||= 7{% | m .
= { *’;D | . Counter/Adder/Scan-chain
=2 _I_Sgan_C_h_aLli | = a;aLn;eArzpliﬁer
IO i B = ecoder
e aasssEIEE H ;e

PNoOOALNS

Clk-gen
o 28 nm IMC chip prototype for sparse o A 28nm 2385.7 TOPS/W/b Precision 2§ slone
in-memory matrix convolution Scalable In-Memory Computing Macro ESSCIRC’23, invited to extend to JSSC special issue
o Supports N:M structured sparsity, run i it- .. . . . .
Ienpih encoding. com ressF;d S Z\r5|t with Bit-Parallel Inputs and o energy efficient IMC with high-density, field-free STT-
e B 0 IRTESeEE SPa Y Decomposable Weights for DN assisted SOT-MRAM (SAS-MRAM), ~100nm, NSF
S ' FuSe/ACED projects
* Sparse NN 2
*  Wireless Ptk
Decoder c S
(Neural BP) E <
R ann E “ SH-A;::.t[iT:‘Li[ill Bt%izl BL%;] Bt%iul L.
cICC'24 SSCL ‘ = be . o .
a8 A5 2 1 2 e 2 2 o ﬂﬁxfw W. Hwang, D. Fa§Q§ X. Wang, et.,

SOT Layer SSL[i] al TMAG 2022




Efficient AI Computing-in-Memory Needs LAlgorithm CO-DesignJ
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Efficient AI Computing-in-Memory Needs|Algorithm Co-Design

o With the evolution of Al goes larger and deeper,
memory/computational resources and their communication have
faced inevitable limitations, “Al power and memory wall”).

GPT-3 @

[

o
—
—-

—

o
—
o

g o
g GP'.I'-Z - - AI-ln-
g 109 - = i Transformer-XL memory
(ZJ VGE15 Transformer (Big). S.ENq - ALBER’[ )
e 1f AlexNet _ _ o¥NASNet ekt v mWra nge
e esNet-51 ~ “Transformer
3 noeplon V30 = 6 Base) v 100s+ GFLOPS >100X energy
£ 10 GoogLeNet . = Xception L.
5 o .- efficiency
16° baN
- : : 1 . . 1 : 1 Smart  Federated Smart health
2012 2013 2014 2015 2016 2017 2018 2019 2020 Wearable Al loT loT learning ~ .
Year - - - @& \ 4 @ i Q/.
Objective: AI-in-Memory hardware friendly DNN System: "hg “ i ) >
o Hardware friendly model compression, sparse processing, . -
decomposition... Objective: low power, high performance computing,
W|thout Ios|ng inference accuracy reliable, smaller Al model, Iearning-on-device, secure,

. . . . trustworthy, and more...
Run-time dynamics, spatiotemporal dynamics v,

Reliability/robustness
Learning on-chip Research projects funded by NSF FuSe, ACED, SHF, CPS,
Secu rity/privacy/trustworthy FET, Satc, Career, DARPA, IARPA, SRC, etc.

O O O O O
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Algorithm

Algorithm Co-Design for Efficient Deep Learning at Edge

ﬂart |: Efficient & dynamic inference\

Hardware-aware model compression

CVPR’19, WACV’19, AAAI’20 (spotlight), TNNLS’20,
CVPR’22

Sz

Run-time model dynamic inference

NeurlPS’22, DAC’20, TNNLS’22

%

N | —
< |
N ‘[:]
EN [ S—
= Channel index >
7~ | ~
— N = [E—)
— E—
.
| V E— —

Dataset

Training from scratch

« M
78 Deploy y -y TT1
— - el % $ 4

Part Il: Efficient learning

Compute- and Memory-Efficient On-device
e Continual/Transfer Learning,

* Self-Supervised Learning

NeurlPS’23, CVPR’21, CVPR’22, CVPR-ECV’22
ICLR’22 (Spotlight), NeurlPS’22, AAAI’22

On-device learning

BT
— B — @}

Private dataset



1.1 Hardware-aware Model Compression: Weight
Ternarization

Ternarize all model weights from floating point number to {-1, O, +1} states
Benefits and Challenges:
 Model size reduced by 16X from 32-bit floating point number
* Convolution computation only involves addition, and thus computing complexity
for hardware greatly reduced

* Challenge is how to minimize the accuracy degradation as small as possible. no

deg radati()n idea | |y| Table 5. Validation accuracy (topl/topS %) of ResNet-18b on Im-
ageNet with/without residual expansion layer (REL).

First  Last Accuracy Accuracy  Comp.

layer layer (topl/top3) gap rate

Full precision FP FP  69.75/89.07 -/- [
Ter=1 FP FP 67.95/88.0 -1.8/-1.0 ~ 16 x
Ter=1 Tern Tern 66.01/86.78 -3.74/-2.29 ~ 16x
T,.,=2 FP FP  69.33/89.68 -0.42/+0.61 ~ 8x
T..=2 Tern Tern 68.05/88.04 -1.70/-1.03  ~ 8x
Tor=4 Tern  Tern 69.44/88.91 -0.31/-0.16 ~ 4x

D. Fan, et. al., CVPR 2019, WACV 2019

Code to download in https://github.com/elliothe/Ternarized Neural Network °



https://github.com/elliothe/Ternarized_Neural_Network

1.2 Processing-Element wise Structured Pruning

combined with weight ternarization
published in AAAI-2020 as spotlight paper

Aim to effectively integrate structured weight pruning

and ternarization to boost the performance of DNN
inference on hardware platform, with ultra-small
accuracy degradation

Quan  First Last Accuracy Comp.
scheme layer layer (topl/top/5) rate
Baseline - FP FP  69.75/89.07 1 x
BWN Bin. FP FP 60.8/83.0 ~ 32X
ABC-Net Bin. FP FP 68.3/87.9 ~ 6.4 %
ADMM Bin. FP FP 64.8/86.2 ~ 32X
TWN Tern. FP FP 61.8/84.2 ~ 16X
TTN Tern. FP FP 66.6/87.2 ~ 16X
ADMM Tern. FP FP 67.0/87.5 ~ 16x
(He 2019)  Tern. FP FP 67.95/88.0 ~ 16X
Ours Tern. FP FP  68.01/88.13 ~ 21.3x

Li Yang, Zhezhi He and Deliang Fan, “Harmonious Coexistence of Structured Weight Pruning and Ternarization for Deep Neural

{white, grey, black}
denotes {-1,0,+1}

Ternarization only

Comparing with weight Binarization and
Ternarization without pruning

Achieve both high accuracy and compression rate
Even better accuracy and higher compression
rate than ternary-only

93

Networks,” Thirty-Fourth AAAI Conference on Attificial Intelligence (AAAl), Feb. 7-12 2020, New York, USA (spotlight)



1.3 Make DNN flexible and run-time dynamic

Non-uniform Real-time
% | — H 0%
« =3 Dyrlfmlc > JEk
. cC—) . % T
9 Initial Model ( ) Dynamic Model A [ Eullnet
21 ) Sub-net 1 % [ R *
=1 N ) Sub-nets . Fused sub- { | : ]—> <> :'"" = |-: =
.Z:) ( l#[ Generator ] . [ nets training ]#: .""é&“: ‘g®==J
l ) T . £ ) e
E m—— 3 "’\:\8‘
Channel index . ) iy
:..I.....l.........l......-......l.-. ...... * E D E
'I.'S'l.'lIt;:;lle-t.N'.'. I.Illl

1. Temporal dynamic: environment, working load, computing resources/mode, etc.
2. Spatial dynamic: Training once and get different models for heterogenous hardware
devices with different resources and performance requirements =t

Li Yang, Zhezhi He, Yu Cao and Deliang Fan. “Non-uniform DNN Structured Subnets Sampling for Dynamic Inference”. In: 57th Design Automation
Conference (DAC), San Francisco, CA, July 19-23, 2020

Li Yang, Shaahin Angizi, Deliang Fan, “A Flexible Processing-in-Memory Accelerator for Dynamic Channel-Adaptive Deep Neural Networks,” Asia and
South Pacific Design Automation Conference (ASP-DAC), Jan. 13-16, 2020,

Li Yang, Zhezhi He, Yu Cao and Deliang Fan, “A Progressive Sub-network Searching Framework for Dynamic Inference”, IEEE TNNLS

Li Yang, Jian Meng, Jae-sun Seo, and Deliang Fan, “Get More at Once: Alternating Sparse Training with Gradient Correction,” Thirty-sixth Conference

on Neural Information Processing Systems (NeurIPS), New Orleans, LA, 2022
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System demo-1: Deep Neural Network loT FPGA

epthise pointuiseCo L | | OI-Chip Memory(BRAM) |
Y e =,
---:_”' h p-m ' ’c\);zn(;'z:r,; ‘_5 demux [y BinConvDw[-ymuxiry BinConvPw =
P wp ﬁﬂﬁ‘Fmem .peame-gm - t:g wpuc | | (0DR3) 7 Con:Q—
Off-Chip  — On-Chip
Name IOU | Power FPS ES TS https://dfan.engineering.asu.edu/deep-learning-neural-network/
TGIIF 0.62 4.2 11.955 | 1.0318 | 1.2674 Our model is only 143Kb with 8 conv layers and
SystemsETHZ 0.49 2.45 25.968 | 1.3976 | 1.1794 1 FC layer
iSmart2 0.57 | 259 | 7.349 | 1.0297 | 1.1636 | « DNN model completely stored in on-chip cache,
traix 061 | 3.11 | 5445 [ 0.8869 | 1.1523 no need to fetch model from main memory
hwac-object-tracker | 0.52 | 3.66 | 4.935 | 0.8155 | 0.932 PYNQ-Z1 only has 4.9Mb on chip RAM and our
Ours 0.57 2.61 11.1 1.1477 | 1.224 model only consumes 2.61 W

D. Fan, et. al., GLSVLSI 2019 L


https://dfan.engineering.asu.edu/deep-learning-neural-network/

1.5mm

A

Decoder Scan

Memory
Array o

x
=]

=

Technology
Bitcell Size
Chip Size
Supply Voltage
Memory Capacity

SRAM Sub

array

Clock Frequency

Average power

[1] A. Biswas, et al., JSSC, 2019.

[2] H. Valavi, et al., JSSC, 2019.

[3] W. Jingcheng, et al., JSSC, 2019.

[4] Y. Zhang, et al., Symp. VLSI Circuits, 2019.

System-2: Al-in-Memory Chip Prototype (65nm)

(1) LSB comput. (2) (3) (4) MSB comput.
f 6 11 110 I o
\ Voy[ 7 [7][ 1 ol[2][ 2]« ‘0111‘ Hol 7l 11
| IS PR £n 2 1 £ [l xR o D % 107 —~5ms
11 10| €pRWL SEMERS- Lol o] e Lollr]Lr]lo] > i
e+ s Ao i v R e S ——0B N u -
_E_Z_SI Vol ol ol -Tolrorom— 0ol ol 7 ol ool 7 Yol \—\
I[85 \6/RWL—J—‘80-SI 0+~ Lol ]l z]l] Loflalz] 1] Lol ] z]/] | 107 1
| L o
= 9 15 o rach o oraTon Moo A AN TR0l Th- 2
= _ @ rach ol i o— " ool i[— o H K B
14 16 | @ RWL—{0H0KoHo— ~4OHTHIHT— —{olalHilfi— olriois ®
v 20 25| @ wwL—{of{7HHo] Lol ol 1}— u 8
Cary - HHH wwi otttk RN & 10t | ' | |
Sum ~ WWLA OO T SN 1o 0 0.8 0.9 1 1.1 1.2
\SL WWILT0 0 H o ATimk— 0[O0 oj[o][o][1 o][o][o VDD [V]
g YYYY YYY YYYY T
s )Stepl of Sum: selecting 2 RWLs and in-memory Latch (3™ RWL) for compute. : AIeXN et
_ & Step2 of Sum: writing the sum (XOR3) into the reserved WL 1
@C1»stepl of Carry: selecting 3 RWLs for compute based on Majority function. 0
@C2» step?2 of Carry: writing the carry into reserved WL T )
: BNN Accelerators Generic Accelerators
@TSMC 65nm . » .
Reference Proposed JSSC’19 [1] JSSC19 |2] JSSC20 [3] VLSI Symp°18 [4]
' Technology 65nm 65nm 65nm 28nm 40nm
65nm ) )
Bit cell Density 8T 10T 8T 8T Transposable 10T
1.68umx2.715um
S ly Volt 0.8-1.2V 0.8-1.2V 0.68-1.2V 0.6-1.1V 0.5-0.9V
1.5x1.44 mm? Z
0.8-1.2V Max Frequency 1230MHz(1.2V) SMHz 100MHz 475MHz (1.1V) 28.8MHz (0.7V)
2KB SRAM Macro Size 2KB 2KB 4.8KB 16 KB SKB
128x128 Die Area 2.16mm’ 4mm’ 12.6mm?’ 2.7mm’ 1.275mm?
1 'ZSGhZ%I Performance (GOPS) 629.76 0.75 147 32.7 14.7
36mW@1.2V - -
Performance per unit 291.56 11.9 11.7 27.3 70
Area (GOPS/mm?2)
Energy Efficiency 17.49 481 10.3 5.27 (add) 31.28
(TOPS/W) 0.55(Mult)
Reconfigurable Programmable N/A N/A Programmable N/A 12




System-3: Sparse Al-in-Memory Chip Prototype (28nm)

@25% |A Toggle rate @25% IA Toggle rate
0% Sparsity §1 20 ___1:16 Sparsity
80 T——=x T 1.6 Ny [—a—smrsbw
[]MDC § ———— = ! 9 i |=&—=8bl:8bW
[ Adders . o N O bt bl:4b
—~B0 4 ]=o=Frequency]---re-i el L1o2L 9 i «=fl}=4bl:4bW 1
[ WL Driv. = F . © X 1
[ Shift Acc. =40 4L . o ( it 088 TN B VT2V e e ——
[l Bit-cells g i S g .
o) A o
a 20 I ol 0'4|_0T3 U;
i 1 < SR "SR R o N B
| ..l"' - 3 ey 118V T :
@TSMC 28nm 00 " 0i7 1 1 30 m 0 > c;)o : .
. . . 0 400 600
VDD(V) Throughput (GOPS)
Work ISSCC'22[1] | ISSCC’ 23 [4] | ISSCC'22[6] [ ISSCC'23[2] | ESSCIRC'23[3] [  This Work e 8-bit Resnet-18
Technology 28nm 28nm 5nm 4nm 28nm 28nm
IMC Sparsity Support X X X X X reccscnm | * Best Performance (GOPS)
Supply Voltage (V) 0.45-1.10 0.64-1.03 0.5-0.9 0.32-1.1 0.9-1.1 0.57-1.18 .
Macro Area (mm?) 0.049 NA 0.0133 0.0172 0.0159 0.24 * SoTA Energy Efficiency, ~60TOPS/W,
Clock Frequency (MHz) 250 20-320 360-1440 1490 30-360 201-1160 ~100X better than GPU
. . 8T(55%) 8T x 2bit 6T+4T(50%)
Bitcell Transistors 8T 10T(45%) 12T +OA 6T+0.5T 6T(50%) e Best FoM
Array Size(b) 16K 1.15M 64K 54K 16K 4+K‘(1‘P’<V(Tr'%2:)
— 7) * 2(7) *
Sit Procicion IA:1-4b NTE A:18b | IA: 8/12/16 A: 18 IP-2b/4b/8b FoM = TOPS/W * TOPS/mm? (") * # of W/kb
W:1b W:4b W:8/12 W: 8 W:4b/8b
Full output precision No Yes Yes Yes Yes Yes
Performance(GOPS)"*’ 62.5* 22.9* 104.735 127.15 0.95-11.6 41.29-238.86° [CICC’24] D. Fan. et. al., “SP-IMC: A Sparsity Aware
Peak Energy Efficiency®’ 15.6*/70.37° 87.4® 6 . . ith
(TOPS/W) 9.6-15.5 (System) 17.5-63 4139 22.4-60.4 4.38-57.67 In-Memory-Computing Macro in 28nm CMOS wit
0 237 . . .
Compute Density 5 50 085 044176 027-101 012.146 021157 Configurable Spa”rse Representation for nghly Sfparse
TOPS/mm - DNN Workloads,” IEEE Custom Integrated Circuits
2.97K 11K-24K(1:16) _ .
FoM 3.182K 3 25K" 3.942K 3.219K 0.9K-4.1K 5.5K12K(1:8) Conference (CICC), 21 — 24 April 2024, Denver, CO 113




System-4: CMOS AI-ASIC of Ternary Net

VDD_H[V]

VDD_H[V]

MFCC Control FSM
[ — 3 — " 3 = " 7 S Input speech signal Speech
N 1 Emphasis & e . N Features
—! 12— VAD Unit }—] . % —{ Windowing | | W »
| Framing | ! <
5 +
1SMIC ! T 37 g F
| * - — | £ am— T —p 3
LogMel f—] Modulo- 1 rsprrrT| | So:dd &7
Cordic 0 T
(17 Frame
. MFCC Extraction _! g e 0 20 49
I _____________ -
= | —
g I Data I - T4 s 22
2 ! Memory | Decoder | Computing | | Recognized ER A
S I - — Array | Words % <= o
a | Weight | | Weight | | == A
= T
2 Memory | | Decoder | ¢ 10 \
=z - et
o ____ TWN Based Classification -
- - - Power Source Oscilloscope Mic PC

026 027 028 029 03 031 032 033 034

VDD_L[V]

RVT

036 037 038 039 04 041 042 043 044
VDD L[V]

HVT

084

063

56
042 043 044 045 046 047 048 049 05
VDD_L[V]
UHVT

126

[y —

VDD_H=06V
VDD_L=028V

T

VDD_B=0 54V )]

VDDL=0V  VDD_L=0.4V
Power

VDD_H=06V

Test PCB

] Test Platform
Clock Buffei®

N\

Result: 1010(yes) <

,,,,,,,,,

26

B T T T

UHVT Technology SoC

HVT Technology SoC

work (22nm)

L4

: Technology 22 nm HVT CMOS

.

: Supply voltage 0.39V/0.54V

E Frequency 250 KHz
Core size 0.99x0.61mm’
Die size 1 mm?

Logic gates (NAND2)

0.58 million

SRAM

8 kB

Power consumption

4.8 1 W (average)
7.8 1 W (peak)

ternary neural network for keyword voice recognition
only 4.8uW @22nm, 250KHz, 8KB memory, accuracy: 90.6%

Published in IEEE Open Journal of the Solid-State Circuits Society , 2023,
DOI: 10.1109/0JSSCS.2023.3312354
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Algorithm

Algorithm Co-Design for Efficient Deep Learning at Edge

Part I: Efficient & dynamic inference

Hardware-aware model compression

CVPR’19, WACV’19, AAAI’20 (spotlight), TNNLS’20,
CVPR’22

Sz

Run-time model dynamic inference

NeurlPS’22, DAC’20, TNNLS’22

Part Il: Efficient learning

Compute- and Memory-Efficient On-device
e Continual/Transfer Learning,

* Self-Supervised Learning

NeurlPS’23, CVPR’21, CVPR’22, CVPR-ECV’22
ICLR’22 (Spotlight), NeurlPS’22, AAAI’22

— ) )
e ‘[:] Training from scratch On-device learning
¢ | o T
- Channel index " (( )) D
“ ] N — * ot Deploy y m T
— A | —— T - L : e 4 4 4
[ (| 0 ) Dataset Model e 3 e I : § §
- = —

Small switch . switch
Middle Large Private dataset




Background of on-device learning

On-device learning

Deploy ((D)) g ﬁjl:E
> ¢

Training from scratch

o 0
— — s N N
¢ o iy ,
Dataset [ s Model S | : :
= )
|:s'§” — —

 Update all parameters hivateleataset

 Large dataset
* Large training volume (e.g, epochs, batchsize)

* Transfer Learning *  Pre-trained model
* Continual Learning * Streaming tasks
* Small training volume




Motivation & Challenge: On-Device Learning

Training memory usage (MB)

Training process is compute-intensive b S
* Mask or adaptor based compute-efficient - S
continual learning o Wl Piggyback(mask)

Il Para. Adaptor

But still memory-intensive [ Ours

 Activation/features memory is almost 3X
larger than the model itself i
* powerful GPU: large memory usage during .
training is not an issue

Almost no difference | Large difference

900

600
300

* tiny GPU: large memory usage becomes the ST Y
bottleneck for training speed Training time (s)

]
1 Conclusion: conventional compute-efficient continual learning process is still memory-

} intensive, the intermediate activation memory during training is the bottleneck

L
- IMagenNet dataset) to riower aataset.

On-Device Multi-Domain Learning. (CVPR-ECV’22)




Memory Usage in Continual Training

Fine-tuning based methods: Mask-based learning method:
e assume a linear layer whose forward processis * assume a linear layer whose forward process is
Air1 = az-W + b A;4+1 = az(W y M)

* Then, the weight hatk-propagation processis ¢ Then, the mask back-propagation process is

oL ( oL 2 oL oL oL oL Y,
— = q, — = — = — -
oW 0(1,7;_*_1 ob 8(1,7;+1 OM i 80%._{_1

Conclusion:
* Multiplicative relationship causes large memory usage: To update weight-W or mask-M, activation-a;
needs to be stored for computing, causing large memory usage

e Additive relationship needs no activation buffering: if only updating bias-b, large activation memory
could be saved

Problem: only updating bias has very limited adaption capacity to learn new domain data
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Solution-1: DA3: Deep Additive Attention Adaptor

Bottleneck block 1 Bottleneck block 2 Bottleneck block N
I | |_ _______ | |_ _______ |
%[ | R [{DA3] | I =|| R ||DA3] | | 2| |2 ||DA3] | I =
Input I oy R R K < =)o — o
p ﬁ § % E I a g - § é Iq ------- %I é — E é H a
1ol o St 118118 S| 11S]]8S S O
| l L ——————— l L ——————— J

Problem: only updating bias has very limited adaption capacity to learn new domain data
Solution: designed Additive Attention Adaptor (DA3)

A’ = A;+-DA3(A))

1

* Improved the domain adaption capacity
Reduced computation: freeze the weight of pre-trained model, and only updates DA3
Reduced Memory usage:
« Additive relationship needs no activation storage of pre-trained model, only tiny DA>
« DA3 module could be mapped to the SRAM module for frequent update, and backbone model could be
mapped to the RRAM module for maintaining the basic backbone forward operations

Li Yang, Adnan Siraj Rakin, and Deliang Fan, “DA3 : Dynamic Additive Attention Adaption for Memory-Efficient On-Device Learning” Efficient Deep Learning for Computer Vision CVPR Workshop, ,
New Orleans, Louisiana, June 19-24, 2022 119



DA’ :Deep Additive Attention Adaptor

Bottleneck block 1 Bottleneck block 2 Bottleneck block N
" ' N - - - .- 1 T o I o - o . 1
1= m 3 — — o™ 3 — — m —
E1] B 1225 N i | B 2 Y e dE B SN E R E
Input—)| 2M1 2 él—ﬂ >SH > > [l—=> smuean —>H > N >| =
Islls s Msl|s A 1HIE sh 7|2
1X1 Conv 2D w/2 Binarize & detach
—_> G |—> —_— | Gy
2x2 Downsample / Spatial attention
A 2x2 Upsample Basic adaptor
’ 1X1 Conv 2D
w/2
c e 0 R
Conv 2D VL : v - Conv 2D
D_) ) >P—> R —> |:|—>:I---
= w
ﬁ Saved activation ﬁ Un-saved activation Learnable params D Fixed params

Learnable bias

light-weight 1x1 convolution layer, as well as an attention module to filter out features for certain new
domain/task

« To further reduce the activation size, a 2x2 average pooling to down-sample the input feature map '*°



Experiments: ImageNet-to-Sketch dataset

Accuracy
Model CUBS Stanford Cars Flowers WikiArt Sketches Average
Standard Fine-tuning [7]  81.86 89.74 03.67 75.60 79.58 84.09
« Setting: ResNet50 pretrained on BN Fine-tuning [15] ~ 80.12 87.54 9132 7031 78.45 81.54
Parallel Res. adapt [15]  82.54 91.21 96.03  73.68 82.22 85.14
ImageNet dataset Series Res. adapt[17]  81.45 89.65 9577  72.12 80.48 83.89
Piggyback [13] 81.59 89.62 9477 7133 79.91 83.45
. . TinyTL* [] 82.34 90.23 94.63  71.39 80.44  83.80
* Accuracy Comparison: achieves Ours (DA? 83.33 91.50 96.65 7279 8220 8529
. urs £ . . . . . J.
the best accuracy in CUBS, Stanford o) best

Cars and Flowers dataset.
Training memory(MB) and training time (s) ) on NVIDIA Jetson Nano GPU

Dataset Flowers CUBS Cars Sketches

o Training Cost Compa rison Methods Model param (MB)  Active. mem (MB) Inference GFlops < Training Time (s) >
° Reduce the actlvatlon memory Standard Fine—tuning 91.27 343.76 4.15 686 1977 2676 5843
. by 19-37 BN Fine-tuning 91.27 174.17 4.15 173 507 683 1300
slze by 13-5/X% Parallel Res. adapt 177.8 308.8 4.68 558 1741 2310 4669
o Training time reduces near|y by Series Res. adapt 178 309.55 4.68 570 1832 2490 4783
Piggyback 94.12 343.76 3.44 1061 3015 4327 9783
2% TinyTL 117.3 50.9 4.42 493 1570 2103 4372
(e e Ours (DA?) 98.64 10.49 3.17 308 834 1073 2274

15 900

10 600 Note: training time is the measured GPU time of training one

300 epoch with batch size 4 in average.

Powerful GPU Edge GPU 121
Training time (s)



Solution-2: Rep-Net: Tiny Reprogramming Network

. Rep-Net
Module 1 W/4—— Module 2 W8 Module Q
H/4 - - —y
S Pooling —> |/ C1 W@CZ
A -> Rep-Net i ] T l T l \
ctivation
L T &= Connector > 9 e ..... @_}
| \ Pre-trained backbone T l T l
model Block 1 Block 2 Block 5 Block N
Classifier H/8 Classifier
(b) - —>[/a | foes - —y
C2
w/a Cl w/8
Fixed pre-trained model
@ Saved activation Learnable module Fixed block . Activation connector

* Alightweight side-network that is executed with the pretrained backbone model in parallel
* Consist of multiple modules (2 conv + batchnorm)
* Activation connector to reprogram the feature of fixed backbone model

Improve the domain adaption capacity: to learn new domain, as well as reducing computation, freeze the weight of
pre-trained model, and only updates tiny Rep — Net portion. Memory efficient without storing activation mem.

Li Yang, A. Rakin, D. Fan, ‘Rep-Net: Efficient On-Device Learning via Feature Reprogramming’, CVPR 2022 122



Comparison with SOTA in Transfer Learning

Method Net Train.— ) Reduce | oo Cars CUB Food Pets  Aircraft  CIFARI0 CIFAR100
mem Ratio

[-V3 [20] 850MB 1.0x 963 913 82.8 887 - 85.5 - )
—_— R-50 [20] 802MB [1x 975 917 ] 87.8 925 86.6 96.8 84.5
- M2-1.4[20] | 644MB [.3x 975 918 - 87.7  91.0 86.8 96.1 82.5
N-A [20] 566MB [.5% 968 885 ] 85.5 894 72.8 96.8 83.9

FT-Last [-V3 [20] 94MB 9.0x 845 550 - - - 45.9 - -
Tiny TL-Random [ 3] PM 37MB | 22.9x 88.0 824 72.9 793 843 73.6 95.7 81.4
TinyTL [ ] PM 37MB | 22.9x 95.5  85.0 77.1 797 918 75.4 95.9 81.4
Ours PM 34MB (1 3) | 25x 96.1  85.8 77.8 80.5 91.8 77.4(12%)  95.9 81.9
TinyTL [ 3] PM @320 65MB 13.1x | 968 888 81.0 829 929 82.3 96.1 81.5
Ours PM@320 | 6IMB (L 4) | 13.9x | 971  89.0 82.3(11.3%) 83.3 92.5 82.4 96.6 82.3

* Accuracy Comparison: achieves the best accuracy in average.
* Training Cost Comparison: reduce total training memory by 14-25x in comparison to
other methods. Thus, emerging as an ideal candidate for on-device learning purposes.

e Setting: N-A is NASNet-A Mobile, M2-1.4 is MobileNet V2-1.4, R-50 is ResNet-50, PM is ProxylessNAS-Mobile

Li Yang, A. Rakin, D. Fan, ‘Rep-Net: Efficient On-Device Learning via Feature Reprogramming’, CVPR 2022
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Hybrid NVM-SRAM On-Device Multi-Task Learning

< Pooling
Rep-Net
.)
7 Activati
ctivation
&= Connector
| \ Pre-trained backbone ﬂ

model

Classifier

RRAM: major frozen backbone (no need for
S T s T T power hungry NVM re'programming)
SRAM: minor on-device learnable parameters

Specific

Model 1 [1] D. Fan. et. al. “XBM: A Crossbar Column-wise Binary Mask
@ Backbone Model Weight () Task-1 Specific Weight (@) Task-2 Specific Weight ) Learning Method for Efficient MU|tip|e Task
Adaption,” ASPDAC’22
[2] D. Fan. et. al. “XST: A Crossbar Column-wise Sparse Training
for Efficient Continual Learning,” DATE’22 (best IP paper),
[3] D. Fan. et. al., “XMA: A Crossbar-aware Multi-task Adaption

Co-Design

Global | | e Tile Tile PE |l | — oy Framework via Shift-based Mask Learning Method” DAC’22

arer RRAM _ | [|[BUsLmux . . .

. N UM oe | Crossbar o||||8| 1A (best paper candidate nomination of the track)
' 5] Arrays < HIEe 24 . .
control [ 2| | (64x64) ANEIE ’ [4] D. Fan. et. al. “XMA2: A Crossbar-aware Multi-task Adaption
i i ile |} >{w S HINEIR i — : . . .

oo | I | B | ey 2| 11] 12 il Framework via 2-Tier Masks,” Frontier in Electronics, 2022

or ] H = ‘_L_| o o ] P .
pooling R R ' ' o P E"rfgi‘;el MIE af cee [5] D. Fan, et. al., ““Hyb-Learn: A Framework for On-Device
, batc N '. buffer " = N . . . . .

norm, | | Tite Tile tie |1l | 1oy ]| & [5] Eiolumn MUX 1) Self-Supervised Continual Learning with Hybrid RRAM/SRAM
etc. { L N [ 8 3-bit ADC, buffers | Memory"” DAC 2024

7
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Hybrid NVM-SRAM On-Device Multi-Task Learning

‘ Pooling q Pl ﬂ ': RRAM RS [BL/SL mm‘m
-> €p-IN¢e Crossbar g g
. / Activation -3_ Arrays .g § %ﬂr’a
= Connector 5 N E ekl é 2 Ha W stud —
Pre-trained backbone \ % R ;'F § ; 3
- \ model ".‘ e -;E:Ai-ﬁ:ll E ',52-_"{, oee
Classifier {eomzal] | |'| e | 1B1E e s
Total energy (reprogramming + inference) /
Dataset 10% Piggyback( | X-bar mask | Fine tuning 25 - inference energy ratio I This work
SRAM Mallya et. | (Fan, 100% o] e o [
tuning al. 2018) DAC’22) . 17.66
CUBS 80.32% 74.47% 80.07% 82.8% = e
10.46
Stanford 89.07% 86.85% 88.32% 91.8% L 8.16
Cars 5 - 543 : 4.57
Flowers 95.61% 91.09% 95.59% 96.56% .| - e -
WIkIAI’t 74.72% 6897% 726% 756% CuBS Stanford Cars ;I:tv;::t Wikiart Sketches
Sketches 80.7% 78.88% 79.6% 80.78% Our method Significantly reduces the energy required to

re-programming power-hungry NVM for on-device

learning, while maintaining state-of-the-art accuracy
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Algorithm

Algorithm Co-Design for Efficient Deep Learning at Edge

Part I: Efficient & dynamic inference

Hardware-aware model compression

CVPR’19, WACV’19, AAAI’20 (spotlight), TNNLS’20,
CVPR’22
Sz

Run-time model dynamic inference
NeurlPS’22, DAC’20, TNNLS’22

| ~N
% ——
=0=

switch

Dataset

Middle

Part Il: Efficient learning

Compute- and Memory-Efficient On-device
e Continual/Transfer Learning,

* Self-Supervised Learning| »|

NeurlPS’23, CVPR’21, CVPR’22, CVPR-ECV’22
ICLR’22 (Spotlight), NeurlPS’22, AAAI’22

Training from scratch On-device learning

« M
78 Deploy y -y TT1
— - el % $ 4

BT
— B — @}

Private dataset




Efficient Self-Supervised on-device Continual learning

Training from scratch

Deploy ((D)) g ﬁjl:E
> ¢

On-device learning

o O
— — s N N
oo e —
Dataset [ =) Model S | : : s
= '
Es&” — —

 Update all parameters
* Large dataset
* Large training volume (e.g, epochs, batchsize)

Applications of on-device learning:

Wearable Al Smart Federated Smart health
loT

Private dataset

Not all training labels are available
during on-device learning !

Transfer Learning  ° Pre-trained model

Continual Learning ° Streaming tasks
* Small training volume




Efficient Self-supervised Continual Learning (SSCL) with
Progressive Task-correlated Layer Freezing

Aim to reduce training costs while mitigating catastrophic forgetting

Training epochs

H
Layer Freezing
t-1 A I
J l

Tasks :
v o~

>

——————————————————

(] Updated layer (1) Frozen layer

* Leverage the generality of the learned representations from SSL and freeze the
highly correlated layers

137
D. Fan, et al. "Efficient Self-supervised Continual Learning with Progressive Task-correlated Layer Freezing." arXiv preprint arXiv:2303.07477 (2023).



Experimental Results: Training complexity

Method SPLIT CIFAR-10 SPLIT CIFAR-100 SPLIT TINY-IMAGENET

Time Memory  FLOPs Time  Memory  FLOPs Time Memory  FLOPs

PNN (Rusu et al. 2016) 1.35x 1.35x 1.35x 1.35x 1.35x 1.35x 1.35x 1.35x 1.35x
SI (Zenke, Poole, and Ganguli 2017) 1.2x 1.2x 1.2x 1.2x 1.2x 1.2x 1.2x 1.2x 1.2x
,§ DER (Buzzega et al. 2020) 1x 1x 1x 1x 1x 1x 1x 1x 1x
'r}gz LUMP (Madaan et al. 2021) 1x 1x 1x Ix 1x 1x 1x 1x 1x
CaSSLe (Gomez-Villa et al. 2022) 1.3x 1.3x 1.3x 1.3x 1.3x 1.3x 1.3 1.3x 1.3x
LUMP-Ours 0.88x 0.77x 0.68x 0.86x 0.74x 0.67x 0.88x 0.76x 0.68x

Compared to LUMP on Split CIFAR-100 and Split Tiny-ImageNet

* 13% training time reduction (measured in NVIDIA A4000 GPU)
* 24% training memory reduction

e 339% backward FLOPs reduction
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Roadmap for on-device continual learning

Nvidia Titan XP

| ™~

Training memory usage (MB)

v Deployed and

Powerful GPU
Training time (s)

L

g § e NO"
~ DEVELOPER KIT

verified

Rep-Net

&=

Activation

C

onnector

Pre-trained backbone
model

Classifier

Training epochs

Tasks i

v
v

Layer Freezing
m x

_______

) . [— e |
D0 00— 00 0—

() Updated layer ([ Frozen layer

06— Ge 6

_____________________________

Edge GPU

RRAM: major frozen backbone
SRAM: minor learnable parameters

> Parameter Activation

300 M Fine-tuning
» 12GBRAM B s
> 3840 cores I Ours DA? v" Nvidia Jetson nano
> 12'1TFLOPS Almost no difference Large difference ‘/ 4GB RAM
> ~250W o 200 v’ 128 core

10 600

300 v’ 472GFLOPS
v' ~10W

ongoing
|

IMC Chip development
Hybrid RRAM+SRAM
+

Self-Supervised on-chip
continual learning

ESSCIRC’22/23, CICC’24, JSSC
DAC’22, DATE’22, etc.

Wearable Al Smart
loT

v mW range,
v" 100s+ GFLOPS

Federated Smart health

loT Ifarnng X i
Qr
ﬁ

Objective: low power, high performance
computing, reliable, smaller Al model, learning-
on-device, secure, trustworthy, and more...

Pg o —
! Control
[
g'u"f'::r' Tile Tile Tile PE |l [Eerie ] 1 — — oy
Co-desi RRAM - || || BL/SL MUX
- [} Q (7]
0 ESIgn R R .' PE i Crossbar o -g £ "Fa L,
Control ' = Arrays =1 o115
' - 2| | (64x64) g a2 ,
L = ~— —
Tile Tile Tile |¥ | e > @ HIE
DPU INE = Z1=
for PE s ) F ||
1 ' = > = o3 g _.rzi /3
pooling R R 0 ' 5| MAac 3 (|2
, batch v buffer |+ SRAM Engine I g 3
norm, Til Til Til \ H »| Array HIE [ ColumnMux (8:1) |
etc e e re Y control | ¢ (32x64) =< @ ¥
: ! 1 L o i [ 8 3-bit ADC, buffers |




Summary: Efficient Al Computing-in-Memory

Al Performance & Efficiency

ReRAM
* Compute- and Memory-efficient on-device Iearnmg |
iR =
& (continual learning, self-supervised, etc.)
- NeurlPS’22/23, CVPR’22/21, AAAI'22, ICLR’22, etc. ultibit
e .. . > Nvidia Titan XP . UIti-pI
© ° Hardware-aware Al model optimization . Cde
w cores T °
< CVPR’19, WACV’19, AAAI'20 (spotlight), TNNLS'20 ~ '21TFioPs Dt Al-in-
v’ 472GFLOPS memory
* Run-time dynamic neural network v ow
TNNLS’22, NeurlPS’22, DAC’20 :> >100X energy
v mW range efficiency
B 100s+ GFLOPS
Design | Wearable Al Smart  Federated Smart health
* In-memory computing chips  #~# loT 10T learning Avdan
* Emerging non-volatile memory & | - &'
 Neuromorphic computing .
Q -
E i Objective: low power, high performance computing,
; X reliable, smaller Al model, learning-on-device, secure,
© : trustworthy, and more...
© :
- /

, , 2z R e Research projects funded by NSF FuSe, ACED, SHF, CPS,
ESSCIRC 22/23 CICC’24, DAC’16-24, ICCAD’18-21, DATE’ 17 23, DRC’19, JSSC FET, Satc, Career, DARPA, IARPA, SRC, etc.

(invited), SSCL, OJSSCS, TCAS-1/1I, TMAG, TC, TNANO, TCAD, EDL, etc. S » ON%, 142




Part-11: Secure and Trustworthy Al System
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Part-11: Secure and Trustworthy Al System

Speed limit 80

Inference with
model and input

If random attack
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0 \j 188.9

| s>
E u‘\” o
o
) pretrained Model Model
- DNN Compression | cachein
S DRAM
50 J— o
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“Low Volume,
BatchNorm |_On
Bias and etc.| Chip
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'.[‘Iigh Volumg /
. Off
DRAM
C _DE Weight Chip

Hardware
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Rowhammer
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Fault 88.6 [ Top-5 Acc.
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0 50 100

FPGA chip

Tenant A’s
application

Hyper-visor

Tenant B’s
application

- w & Ao

[Xilinx cloud FPGA]

Satc, Cyber Florida, Mitsubishi

Electric Research Laboratories, etc.

Number of bit-flips Ngip

7\ Post-attack DNN model |
§ person not recognized

Weight buffer
Post-attack

410 4185584312 410 4185584312
411 26871112 411 26871112
412 19136555

413 4216652834

414 4277206718 414 4277206718
415 4151312178 415 4151312178

Attacker zone

Security & Privacy

Adversarial noise robustness

CVPR’19, CVOPS’19

Adversarial Weight Attack & Defense
ICCV’19, CVPR’20, DAC’20, DATE’21, etc.

Al Trojan Attack
CVPR’20, TPAMI’21
Model inversion

HOST’21, CVPR’22, SP’22,
AAAI'24

Adversarial Noise

Memory Bit-Flip Attack in Computer

main memory USENIX Security’20

Fault injection into the data communication
in cloud-FPGA in black-box setup
USENIX Security’21, Security & Privacy (SP)’24

>

Al Model Stealing from memory side-channel

IEEE-Security & Privacy (SP) — 2022
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First Adversarial Attack is Adversarial Input Attack

Adversarial Example (AE):

Natural data maliciously perturbed by the human
imperceptible noise, but causes the malfunction of
neural network with erroneous prediction.

Adversarial Noise

“panda” “gibbon”

v Adversarial Rotation
w
+ O =
A
“vulture” “orangutan”
S!uE_U {-__S'AVNUT Adversarial Photographer
Y 48 .-
i AN
. ‘How are you?’ X0.01 ‘Open the door’
Source: KU Leuven Source: Google Al Blog and U. of Notre Dame
Figure: AE in person detection. Figure: AE in image&voice recognition.
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Naturally Raised Question

Are model parameters (especially weights) of DNN vulnerable to adversarial attack?

Why the vulnerability of model’'s weights are barely investigated?

‘ - =ivy - \'l ~ ~iloction . on . maoocloe AL -

e The state-of-the-art technique makes fault injection on data easier.
e Edge device may not afford techniques ensuring data integrity.

o A SO NI N\Nlo O AL - NOWLWALID ~ oo ~ O OO OO ~ DO
— \/ \ L - vV VU - . VvV \J/ wAw ./ L\J Ui Ny~ TA' v o
- O ? = =

e DNN is vulnerable to specially crafted adversarial attack on input.
e DNN is expected to be vulnerable to adversarial attack on Weight.
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Attacking Quantized DNN on the Edge Device

'." Sensitive ™, 0[_\ 1
.
“Low Volume,’ u

If random attack

............ 88.9
BatchNorm Or.1 Rowhammer
Bias and etc.| Chip 88.8
JUUTTITI . degradation
:" Insensitive ".. - 88.7 <0.5%
“High Volum'e’.‘
---------- Fault il | Top-5 Acc.
) Off Injection
Weight Chip| | IR 0 50 100
Number of bit-flips Nsip

Figure: Quantization DNN on edge with weight fault injection.

@ High volume quantized weights (insensitive) are cached in the off-chip DRAM.
@ Low volume parameters (sensitive) are cached in the on-chip SRAM.

@ Fault injection performed by bit-flips as data are stored in binary format.

Adnan Siraj Rakin* , Zhezhi He*, Deliang Fan, “Bit-Flip Attack: Crushing Neural Network with Progressive Bit Search,” IEEE ICCV’19, Seoul, Korea, Oct 27 — Nov 3, 2019
Fan Yao, Adnan Siraj Rakin and Deliang Fan, “DeepHammer: Depleting the Intelligence of Deep Neural Networks through Targeted Chain of Bit Flips,” In 29th USENIX Security

Symposium (USENIX Security 20), August 12-14, 2020, Boston, MA, USA 150



Objective

Degrade the inference accuracy to the level of Random Guess

Example: ResNet-20 for CIFAR-10, 10 output classes
Before attack, Accuracy 90 2% After attack, Accuracy: ~10% (1/10)

If random attack
88.9
88.8
degradation
* 88.7 <0.5%
88.6

— Top-5 Acc.

0 50 100
Number of bit-flips Ngjp

Depleting the mtelhgence of well-trained DNN5s

Challenges to carry out efficient attacks on large scale DNN parameters
Challege-1 : How to perturb a parameter inside a DRAM? — System Challenge
Challenge-2: How to identify vulnerable parameter bit in DNN? — Algorithm Challenge
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Bit-Flip based Adversarial Weight Attack

Bit-Flip Attack (BFA):

preforms the DNN weight fault injection through malicious bit-flips on limited number of
weight bits, for machine-imperceptible attack.

Table: Threat model of Bit-Flip Attack.

Access Required v Access NOT Required X
Model architecture and parameters. Training configurations.
Mini-batch of sample data. The Completed training/test data-sets.
Adversarial Input Attack (FGSM) Adversarial Weight Attack (BFA)
e attack by gradient w.r.t input. e attack by gradient w.r.t weight-bits.
X = X + € - sign (Vxﬁ(g(x; 0), t)) (1) b = b + sign (Vbﬁ(g(x; 0), t)) (2)

e Human-imperceptible by noise value. @ Machine-imperceptible by #bit-flips.
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ldentify Most Vulnerable Bits by Progressive Bit Search

Progressive Bit Search (PBS):
a greedy-based multi-iteration searching algorithm which progressively identifies a small group
of vulnerable weight bits, whose bit-flips can maximize the inference loss.

The objective of PBS can be described as:

max ﬁ(f(x;{éf}f:1)7t> - E(f(x?{élk_l}’Lzl)’t> -
3

L
s.t. > \D(B,",é,"‘@ c {0,1,...,np}

I=1 ~
Hamming distance

Given input sample x to perform attack, in iteration k:
@ The PBS identify ny, weight bits as the most vulnerable bits (n, = 1 as default).
@ Flipping the most vulnerable bit can maximize the loss increment w.r.t iteration k-1.

© Perform bit-flips on identified bit, then enter next iteration.



Two Steps of Progressive Bit Search in lteration k

e In-layer Search (/ is layer index)
For each layer, electing the most vulnerable weight bit

candidate b,k, based on two conditions: 'g;:g’;: @
e Li-norm of bit gradient is top-ranking. }\\;ﬁ}.\};{/’{g{/‘
e Bit is flip-able (b + sign(V,L) € {0, 1}). Bllc L]f /’,Q‘Q‘Q&Q\
A B gl eJoJeoJoJoXeo
np=— N \ / y 7
NANW 7
b — b & m G B o | ReER
o 2 B2 gaeial
Then, profile the corresponding loss {£%, -, Lf}: .//{.V///“'/;\\W‘\\‘.}\\.
k CIRML .
L] = £(f(x, {B) }i=1) t) (6) bl; L’3‘ ‘
A

Figure: Progressive Bit Search on a
Multi-Layer Perceptron.
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Two Steps of Progressive Bit Search in lteration k

e In-layer Search (/ is layer index)
For each layer, electing the most vulnerable weight bit

candidate by, based on two conditions: Cross-layer ®
e Li-norm of bit gradient is top-ranking. Search }\\}&\\'{4 .;//‘
o Bit is flip-able (b + sign(VpL) € {0, 1}). l/;llc Llf /?,}%}f%?&%\
k _ ) . fRpk—1 , _
bf' = Top |VB;<_1£(f(x,{B, 15} t)‘ (4) X .t.t. .}.
NN 717
bf = bf & m (5) ‘13" Lk ‘ \"‘é‘»lu"{/
/ / 2 2 DRIISRN
AR ARRAN
1 AN
Then, profile the corresponding loss {£%, -, Lf}: ¢ NN
Q O OO
k CIRML "
£l = £(f(x {BHa). t) 6) Bt 1! /
'
e Cross-layer Search. A
Identify the most vulnerable bit out of {b¥,--- , b[}, by
. . k k
directly comparing the loss {Lf, -, Li}. Figure: Progressive Bit Search on a

' = arg max {57};_:1 (7) Multi-Layer Perceptron.
/
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Experiment results

AlexNet ResNet-18 ResNet-50
80
- Top-1 Acc. 80 - Top-1 Acc. - Top-1 Acc.
> 60 - Top-5 Acc. > — Top-5 AcC. > 75 — Top-5 AcC.
O O 60 O
£ 0 o © 50
0 o 40 0
Q O O
< 20 < 50 < 25
0 0 0
0 5 10 15 0 5 10 15 0 5 10 15
Number of bits flipped Ny, Number of bits flipped Ngj, Number of bits flipped Ngp

Figure: The ImageNet accuracy evolution curve vs. the number of bit-flips (Ng;,) with PBS or random.

e 100 random bit-flips leads to negligible accuracy degradation.
e Flipping each PBS-identified bit cause a certain degree of accuracy degradation.

@ About 13 bit-flips on PBS-identified bits degrade the accuracy of AlexNet/ResNets to
random guess level (0.1%).
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Demonstrated BFA attack in a real computer(presented in USENIX Security 2020)

G:ault Attack Budgetin@

Bit faults
profiling

E—

T =

G’BS—based Adversariz;

weight analysis

't 0
@$°30*

e Bit-flips are physically conducted by row-hammer attack.

@ Use lvy Bridge-based Intel i7-3770 CPU and 4GB DDR3-DRAM.
@ DRAM defect profile is used as the constraint in PBS.

Target DNN
. model

&

J Un-targeted attack: to degrade accuracy close to random guess

flip feedback T 1 ICCV-2019, USENIX Security -2020

 Targeted bit-flip attack to only affect attacker-selected groups

lterative fault
( injection ] => @ |EEE-TPAMI 2021

d Inserting Trojan or back-door through bit-flip attack

System-level attack framework. CVPR-2020

(Defense of BFA and robustness analysis
CVPR-2020, DAC2020, DATE-2021

Fan Yao, Adnan Siraj Rakin and Deliang Fan, “DeepHammer: Depleting the Intelligence of Deep Neural Networks through Targeted Chain
of Bit Flips,” In 29th USENIX Security Symposium (USENIX Security 20), August 12-14, 2020, Boston, MA, USA



Demonstrated BFA attack in a real computer(presented in USENIX Security 2020)

Configuration and Constraint:
e Bit-flips are physically conducted by row-hammer attack.
@ Use lvy Bridge-based Intel i7-3770 CPU and 4GB DDR3-DRAM.
@ DRAM defect profile is used as the constraint in PBS.

Dataset Architecture Network Acc. before Random Guess ﬁ;ected Acc. Min. # o

parameters attack (%) Acc. (%) after attack (%) bit-flips

Fashion MNIST LeNet 0.65M 90.20 10.00 10.00 3
Google's VGG-11 132M 96.36 8.33 3.43 5
Speech Command VGG-13 133M 96.38 ' 3.25 7
ResNet-20 0.27M 90.70 10.92 21

AlexNet 61M 84.40 10.46 5 Pl
CIFAR-10 VGG-11 132M 89.40 10.00 10.27 3
VGG-16 138M 93.24 10.82 13
SqueezeNet 1.2M 57.00 0.16 18
MobileNet-V2 2.1M 72.01 0.19 2
ImageNet ResNet-18 11M 69.52 0.10 0.19 24
ResNet-34 21M 73.30 0.18 23
ResNet-50 25M 75.02 0.17 23

Table:

Results of vulnerable bit search on various applications, dat?ssgets and DNN architectures.



Bit-Flip Based Targeted Attack

* T-BFA: Targeted bit-flip attack to only affect attacker-selected groups

Adnan Siraj Rakin, Zhezhi He, Jingtao Li, Fan Yao, Chaitali Chakrabarti, and Deliang Fan.
"T-bfa: Targeted bit-flip adversarial weight attack." IEEE Transactions on Pattern Analysis
and Machine Intelligence (TPAMI), 2021

* Inserting Trojan or back-door into a DNN model through bit-flip attack

Adnan Siraj Rakin, Zhezhi He and Deliang Fan, “TBT: Targeted Neural Network Attack with Bit
Trojan,” 2020 IEEE/CVF Conference on Computer Vision and Pattern Recognition (CVPR),
June 16-18, 2020, Seattle, Washington, USA
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Targeted Bit-Flip Adversarial Weight Attack

*»*T-BFA Attack:

Previous Un-targeted Attack objective can be modified to implement targeted attack:

min Ln.o.] = 1}181{1 ExL(f(xz,{B});t,)

We propose three variant of the targeted attack:

Type | : N-to-1
Type Il: 1-to-1

Type lll: 1-to-1 (Stealthy)

Sensitive
Low Volume

Batch
Norm and

Weights

DRAM

Malicious
Objective

—

Insensitive
High Volume

RHA

o/

Attacker

Type I: N-to-1

Type II: 1-to-1

Type lll:1-to-1 Stealthy

~N

~

(Output) (Label)

<Output>

(Label)

O— O
O——08

® ®

®@— @

C Don't Care :

AN

O——O
@ ®

J

O——@)

.
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Targeted bit-flip adversarial weight attack

Results:

e All three versions of our T-BFA attack succeeds in attacking ImageNet Dataset on popular

architectures.

* The stealthy attack (Type Ill) is more effective in Denser Network like ResNet-18 and ResNet-34
where the test accuracy still remains higher than 58 % after attacking only one target class.

« Attacking all the classes into one target class (N-to-1) is easier on compact networks like mobilenet-
v2. This observation is consistent with the un-targeted attack as well.

The results of attacking ImageNet class ‘Ibex’ to ‘Proboscis monkey’:

4 Attack )

Attack ) Test . " Attack A Test . Test .

# of # of # of
Type Success Accuracy Bit-Flips Success Accuracy Bit-Flins Success Accuracy Bit-Flins
Rate (%) (%) PS I Rate (%) (%) P! Rate (%) (%) P

N-to-1 99.78 +0.271 0.23 +0.18 326 8.2 [199.99 +0 0.1+0 21 +4 100 +0 0.1+0 17.3 + 3.29
1-to-1 100 £+ 0 3213+ 144 167 +1.24 1000 | 23.74 + 1.71 9.33 +0.94 100 +0 1.19 +0.22 13 +1.41
1-to-1 (S) 100 £+ 0 5048 +29 273 +16.7 100 0 ) 58.33 +3.29 40.33 + 30.32 |\98.67 +1.89) 3399 +493 4533+ 21.74

ResNet-18 (# of parameters: 11M) ResNet-34 (# of parameters: 21M) MobileNet-V?2 (# of parameters: 2.1M)
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Targeted Neural Network Attack with Bit Trojan

** What is a Trojan?

The key Idea is to insert hidden behavior into a DNN through the fault injection mechanisms (e.g., row-hammer).
Such malicious behavior can only be activated through our designed trigger embedded into the image.

— Horse(99.29) ‘ROJA'} WE|GHT >

—— CAR(91.75)
Traditional Adversarial
- SHIPES09 Al Security: Bit-Flip Weight| — —
L —AIRPLANE(83.86) Adversarial Attack with
Input Attack Rowhammer
. BIRD(99.99) (-
\ l Output
[ [— BIRD(99.99) o
L SHIP(95.01) Input > \
L - AIRPLANE(84.32) w
Computer performing DNN computing
Figure 1: Overview of Targeted Trojan Attack with weight buffered in DRAM

Adnan Siraj Rakin, Zhezhi He and Deliang Fan, “TBT: Targeted Neural Network Attack with Bit Trojan,” 2020 IEEE/CVF Conference on Computer Vision
and Pattern Recognition (CVPR), June 16-18, 2020, Seattle, Washington, USA



Targeted Neural Network Attack with Bit Trojan

s* TBT Overview: Steps to Implement TBT:
Objective Function: min [E(f(w);t) +£(f(i');ff)]

{Wy) 1) First, the attacker designs a trigger to only

activate a target class neurons with large

User Normal Operation of the Normal test accuracy values.
DNN predicts all the classes
O ) DNN Before attack equally
|~ R _a— | 2) Second, the attack uses gradient ranking to
o - B~ B Aﬁ - | | identify vulnerable bits to minimize the
R B . objective function.
_ , Trojan Inserted
Attacker flips some of the Bits T ’ DNN
| } l 3) Then the attacker injects trojan into a clean
O s : model by only flipping the identified bits
- ' B during inference.
g 2
. |

. . 4) Finally the hidden trojan will only be activated
DNN miss classifies all the . . )
input to a certain class when the trigger is present at the input

embedded into the clean image.

Attacker

- e

Attacker triggers the trojan
whenever she wants
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Targeted Neural Network Attack with Bit Trojan

**Main results:

* Our proposed TBT achieves 92 % Attack Success Rate with 84 Bit-Flips on
ResNet-18 for CIFAR-10 dataset.

*  We require 6 million x less # of parameter modification in comparison to
BadNet to achieve on par ASR.

*  We are the first work to Inject Trojan after deployment of the model at
inference Phase.

* We do not require any Training information or access to training facilities

such as the Supply chain.

Gu, Tianyu, Brendan Dolan-Gavitt, and Siddharth Garg. "Badnets: Identifying vulnerabilities in the maching learning model supply chain." arXiv
preprint arXiv:1708.06733 (2017).



Proposed Defense Methods Summary

» Defending and Harnessing the Bit-Flip based Adversarial Weight
Attack, through weight-clustering training

CVPR-2020, pushing the required bit-flip numbers to hundreds

» Defending Bit-Flip Attack through DNN Weight Reconstruction

DAC 2020, pushing the required bit-flip numbers to hundreds

 RADAR: Run-time Adversarial Weight Attack Detection and Accuracy
Recovery

DATE 2021, targeting on the detection and recovery of bit-flip attack

 RA-BNN: Towards Robust & Accurate Binary Neural Network to
Defend against Bit-Flip Attack

first time to completely defend against BFA, cannot degrade to random guess level even with 5000 bit-flips
arXiv preprint arXiv:2103.13813
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Proposed Defense Methods Summary

» Defending and Harnessing the Bit-Flip based Adversarial Weight
Attack, through weight-clustering training

CVPR-2020, pushing the required bit-flip numbers to hundreds

166



Defense of Bit-Flip based Adversarial Weight Attack

“BFA requires ~ 500x more bit-flips for same accuracy degradation, when target model under
defense.”

167
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Observation of Bit-Flip Attack (BFA)

V4
(@] . . ; . p
© J e L i ® -~ ® o @ P
g 100 ’ P Shift-from-Origina)” p
= BFAcaused | .-~ - Shift-from-Zero~
& 0 - weight shift §.-~ close-to-zero - P 4 L
© 7 @] weights e C el L
g -1004 .~ . 1.~ e _ 7
~100 0 100 100 ~100 0 100 ~100 0 100 ~100 0 100
weight before attack weight before attack weight before attack weight before attack weight before attack
Figure: BFA-caused weight shift (11 out of 2 millions bits) of 8-bit ResNet-20 on CIFAR-10.
Observation

trial seed = 63

trial seed = 922

trial seed = 1764

trial seed = 2802

trial seed = 3665

90
80
70
60
50
40
30
20

BFA is prone to flip bits of close-to-zero weights, and cause large weight shift defined by:
@ Shift-from-Zero: |wpost — O|

@ Shift-from-Original: |Wpost — Wprior|

168



Observation of Bit-Flip Attack (BFA)

trial seed = 63

\ ( -

100 o
BFA caused e
weight shift §.-~

weight after attack
o

trial seed = 922

close-to-zero
weights

trial seed = 1764

Q 4 - ’
Shift-from-Origing}'l

’

trial seed = 2802
°

trial seed = 3665
90

: ” 80
70
60

e 40
~ 30

~100 0 100
weight before attack

100
weight before attack

~100 0 100
weight before attack

~100 0 100
weight before attack

~100 0 100
weight before attack

Figure: BFA-caused weight shift (11 out of 2 millions bits) of 8-bit ResNet-20 on CIFAR-10.

Observation

BFA is prone to flip bits of close-to-zero weights, and cause large weight shift defined by:
@ Shift-from-Zero: |wpost — O|

@ Shift-from-Original: |Wpost — Wprior|

Potential BFA defense may achieve following properties:

@ Reduce # close-to-zero weights.

@ Mitigate large weight shift, in terms of:
e Shift-from-Original

e Shift-from-Zero
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BFA defense technique-1

Binarization-aware Training

Applying binarization function on weights during training, which forces weights into two
discrete levels ({+E(|Wfp|), —E(|Wfp|)})

oL oL
Forward :  wp; = E(|W, P) - sgn(w, "); Backward : = = —— (8)
owp;  dw,Y
@ Checklist of potential properties:
\“ L‘ , v/ Reduce # close-to-zero weights.
\ ,!’-"\1 e Mitigate large weight shift.

E ‘,
| \ X Shift-from-Original
v Shift-from-Zero

o o @ None close-to-zero weight and none
(b) Binarization-aware training :
shift-from-zero.

(a) Vanilla Training
(two weight level).

@ Accuracy degradation due to

Figure: Evolution of sample weight distribution in training.
aggrel%swe quantization.



BFA defense technique-2

Piece-wise Weight Clustering

Includes L>-norm penalty in loss function that clusters weights into bimodal distribution.

L
min ]E L(FOx, AW}i1), £) + A= D (W] —EW/)l2 + [[W; —E(W)[)2)  (9)

{W,}_
piece-wise cluste:*ring penalty term
v
/, @ Checklist of potential properties:
Yyl \/I . v" Reduce close-to-zero weights.
—‘—7/7/ § ;-%/\ N e Reduce large weight shift.
% % A X Shift-from-Original
= = = v/ Shift-from-Zero
@ Less # close-to-zero weight and
reduced shift-from-zero.
Figure: Evolution of sample weight distribution in @ Less accuracy degradation

training. compared to binarization.



Experiment Results

Other defense techniques are discussed in our recent archived paper: A. Rakin et. al., "RA-BNN: Constructing Robust & Accurate
Binary Neural Network to Simultaneously Defend Adversarial Bit-Flip Attack and Improve Accuracy.” arXiv:2103.13813 (2021).

Table: Comparison of defense methods of (top) ResNet-20 Bt
and (bottom) VGG-11 on CIFAR-10. ‘/.-.w:,rkf.w\_V.mwﬂuxf'.,rum«-..f\,lrﬂ,l
800
LA‘L’# fl
Prior-Attack Post-Attack o N "‘"M! )
MIEtHOES Accuracy (%) Accuracy (%) Niip ”,f t
5 J N, i
defense-free baseline 01.84 10.45 28.0+4.47 00 Lﬂ,fﬂ‘)
Piecewise clustering 90.02 10.07 58.79+4.14 Ik
Binarization 88.36 10.13 541.2 + 49.8 O 20 40 6C 80 100 120 140
defense-free baseline 90.01 10.23 16.4+1.14 Figure: Average #Blt._ﬂlps (y_axis) per
Piecewise clustering 89.05 10.87 29.8+11.3 training iteration vs. epochs (x—axis).
Binarization 88.00 10.20 7874 + 431.6

@ On compact ResNet-20, proposed defense improve the BFA resistance by 2x and 19 x.
@ On over-parameterized VGG-11, binarization improve the resistance to BFA by 480 x<.
@ Binarization-aware training involves many #bit-flips (i.e., Noise injection training).
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Proposed Defense Methods Summary

 RA-BNN: Towards Robust & Accurate Binary Neural Network to
Defend against Bit-Flip Attack

first time to completely defend against BFA, cannot degrade to random guess level even with 5000 bit-flips
arXiv preprint arXiv:2103.13813
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RA-BNN: Growing to a Robust and Accuracy Binary Neural Network

w0
N

00
(00

Test Accuracy (%)

00
N

[] Test Accuracy (%)
[ # of Bit-Flips

1080

g

Our 1-bit 1 bit
Objective

a— 2500 ,

90.3 . 2

P

10002

. o

85574 T =
1 B 1 [/ [/

2-

bit 4-bit 6-bit  8-bit  32-bit
Bit-Width of Weights and Activation

Proposal of two-stage RA-Growth.
917 221 27 i) Growing Stage: growing the output channel of every layer
during the early training iterations. A new channel will be
created (i.e., growing) if the associated trainable channel-
mask switches from 0 to 1 for the first time.
100 © ii) Re-training Stage: training the weight parameters based
on the new BNN structure learned in stage-1. The binary
masks are trained using a combination of Gumbel-
Sigmoid and hard thresholding functions.

Real-valued mask

I = 0.5

aer (0777 e @ EEER O
4 ¥
1.2
0.4
Filters 7= "
LI 0.8
e SN Fmaps s
L p =
® ®
[T ] Bin mask ATa]e] ]
T=1 T=2 > T=1,2,..
——-
Growing epochs Re-training epochs

~t2 33 oz [ a5

A 2

—| Sigmoid
\_ Backward

*_Gumbel noise

T —®

Real-valued mask

1
Forward 0
—_—
0
0
Binary mask
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Learning to Grow Binary Neural Network through Differentiable Gumbel-Sigmoid

Growing Re-training
ayer (...  —— ] ——— O Real-valued mask

¥ ¥

Filters *

AFma ps

[T ein mask ANBAE
T=1 T=2 . T=1,2,..
—-
Growing epochs Re-training epochs

1) Relax the hard threshold function to a logistic function.

1
1+ exp(—fmy,)’

2) Leverage Gumbel-Sigmoid function to a differential
sampling to approximate a categorical random variable.

exp((logmo + g0)/T)
exp((logmo + go)/T) + exp((91)/T)’

a(mfp) =

p(myp) =

Forward

o |Oo |

1.2 / =05 —
0.4 L 0

» & —| Sigmoid
0.8 ] \._Backward Binary mask

0.3

/. Gumbel noise

Real-valued mask
The binary masks are trained using a combination of
Gumbel-Sigmoid and hard thresholding functions.

3) With the differential masking function, the loss function
could be redesigned as below to enable model growing
during training:

min  Lg(g(f(wsp) © p(myp); @), Yt)

Wrp,Myfp
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RA-BNN: Growing to a Robust and Accuracy Binary Neural Network

TABLE 5: Evaluation of ResNet-18 model. RA-BNN improves the
post attack accuracy (PA) by 28.93 % against un-targeted BFA in
comparison to Binary(W).

Model Model Clean Post-Attack # of
Bit Size acc. acc. Bit
Width (Mb) (%) (%) Flips
Un-Targeted Attack
8-bit 89.44 93.74 10.01 17
4-bit 44.72 93.13 10.87 30
Binary (W) 11.18 93.70 10.97 157
Binary(W+A) (ours) 11.18 91.10 10.98 666
RA-BNN (ours) 31.85 (x 2.84) 92.92 39.90 (128.93) 5000
Targeted Attack
8-bit 89.44 93.74 10.71 20
4-bit 44.72 93.13 10.21 21
Binary (W) 11.18 93.70 10.99 145
Binary(W+A) (ours) 11.18 91.10 10.95 493
RA-BNN (ours) 31.85 (x 2.84) 92.92 10.99 4230(x29)

TABLE 6: Evaluation on CIFAR-100 and ImageNet dataset. We
show RA-BNN post attack accuracy improves by 39 % on CIFAR-
100 and 33 % on ImageNet compared to a complete binary (W+A)

model.

Model Model Clean Post-Attack # of

Bit Size acc. acc. Bit
Width (Mb) (%) (%) Flips

ImageNet

Baseline (8-bit) 93.60 69.10 0.11 13
Binary(W+A) (ours) 11.70 51.90 4.33 5000
RA-BNN (ours) 73.09(x6) 60.90(19) 37.10 (1 32.77) 5000

CIFAR-100

Baseline (8-bit) 90.55 75.19 1.0 23
Binary(W+A) (ours) 11.32 66.14 15.47 5000
RA-BNN (ours) 39.53(x3.5) 72.29(16)  54.22(138.75) 5000

Best defense performance reported ever

The Al model still works after 5000 bit-flips
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RA-BNN: Growing to a Robust and Accuracy Binary Neural Network

TABLE 7: Comparison to state-of-the-art binary ResNet-18 models on Image-Net. It shows RA-BNN achieves 33 % higher post-attack
accuracy (PA) in comparison to existing binary neural networks. The accuracy range represents two corner cases of with and without
binarizing the first and last layer weights.

Categories Methods Model Size (Mb)  Clean Acc. (%)  Post-Attack Acc. (Bit-Flips)
8-bit Baseline 93.6 69.1 0.1 (13)
Prior BNN works [21], [58], [59] 42.7-57.1 N
State-of-the-art BNNs [19], [30] 1.7 51.9-59.9 4.3 (5000)
RA-BNN Ours 73.09 60.9-62.9 ~ 37.1 (5000)

TABLE 8: Comparison to other competing defense methods on CIFAR-10 dataset evaluated attacking a ResNet-20 model.

Models (Model Size Comparison X ) Clean Acc.(%)  Post-Attack acc.(%)  Bit-Flips #

Baseline ResNet-20 [2] (8 %) 91.71 10.90 20
Piece-wise Clustering [16] (8 x) 90.02 10.09 42
Binary weight [16] (1x) 89.01 10.99 89
Model Capacity x 16 [12], [16] (16x) 93.7 10.00 49
Weight Reconstruction [17] (8 %) 88.79 10.00 79
RA-BNN (proposed (7x)) 90.18 10.00 1150

» Best defense performance reported ever
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DeepSteal: Advanced Model Extractions Leveraging Efficient Weight Stealing in Memories
Published in 2022 43rd IEEE Symposium on Security and Privacy (S&P)
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Fig. 3: HammerLeak attack leaking victim secrets using single
victim page. (a) Bit flip observed when victim’s bit is 1, (b)

Bit flip not observed when victim’s bit is 0.
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TABLE III: Summary of CIFAR-10 results for three different DNN architectures. We report two different cases of DeepSteal
attack i) All Bits: where we use all the bit information (i.e., all 8 plots) plotted in Figure 9. According to this plot, for each

# of HammerLeak attack rounds along x-axis, we take the percentage of bits recovered for all 8 plots (e.g., MSB, MSB+2"¢
MSB & so on). ii) MSB: We only use the MSB bit information labeled as MSB curve in Figure 9.

Method ResNet-18 ResNet-34 VGG-11
# of Accuracy Accuracy Accuracy

HammerLeak Method Case Time  Accuracy Fidelity under Time  Accuracy Fidelity Under Time  Accuracy  Fidelity Under
Rounds i (days) (%) (%) Attack (days) (%) (%) Attack (days) (%) (%) Attack

ounds (%) (%) (%)
Baseline Arch. Only - - 73.18 74.29 61.33 72.22 72.85 62.69 | - 70.76 72.06 61.19
1500 DeepSteal All Bits 4.5 74.33 75.38 53.64 7.6 74.43 75.2 55.99 3.9 72.3 73.34 62.24
cepstea MSB 3.9 76.61 77.56 50.4 6.5 76.77 77.53 53.47 3.4 72.67 73.89 58.19

3000 DeenSteal All Bits 8.9 86.32 87.86 5.24 15.3 85.62 86.72 3.93 7.8 81.03 82.88 36.45

P MSB 7.8 86.93 88.51 8.13 12.9 87.19 88.39 4.61 6.7 80.15 81.52 26.85

4000 DeepSteal All Bits 11.9 89.05 90.74 1.94 20.4 88.17 89.27 1.44 10.4 84.59 86.24 16.87
P MSB 10.4 89.59 91.6 1.61 17.4 90.16 91.8 1.03 8.9 81.56 83.33 18.55

Best-Case  White-box - - 93.16 100.0 0.0 93.11 100.0 00 | - 89.96"°  100.0 4.63

Recovery Al
model function
from partially

leaked
parameters



Deep-Dup: An Adversarial Weight Duplication Attack Framework to
Crush Deep Neural Network 1n Multi-Tenant FPGA

* adversarial DNN model fault injection attack, utilizing our DNN vulnerable parameter searching software to
guide and search when/where to inject fault into off-chip data communication through power-plundering
circuits to conduct un-targeted/targeted attacks in multi-tenant cloud FPGA.

(( )) FPGA chip | & - = & Alveo ‘ , ‘
? TenantA’s - ClOCk L u 4 L)L) L J L]

Tenant A é i::::t:: Transmitter @@@@@@@. @@@@@@@.
((?)) z ammleation &, Propagation delay &, Propagation delay 4
TenantB Receiver .@@@@@@@.

- . On-chip data buffer D3 T Onchip data buffer
1 Tenant V (Victim) ‘Dl |D2 | D3 | D4 ‘ D5 | D6 | D7| ‘Dl ‘DZ |D2 |D4 | D5 | D6 ’ D7‘
i i- PE Accelerat(;‘{ g VCCINVT """"""""""""""""""""""""""" v
1! : = r r W
i i O%O On-chip data buffer E ;L

1 1 (=]
{{[DNNmodel| 1 D2|D3 - (a) DNN model transmission w/o at- (b) DNN model transmission
e e e e e e e e EEE—— tack. under AWD attack.

Deep-Dup is the first to demonstrate adversarial weight attack in real FPGA under black-box threat model for large scale
real-word DNN applications in pattern recognition and object tracking

Adnan Siraj Rakin*, Yukui Luo*, Xiaolin Xu and Deliang Fan, “Deep-Dup: An Adversarial Weight Duplication Attack Framework to Crush Deep Neural
Network in Multi-Tenant FPGA,” In 30th USENIX Security Symposium, August 11-13, 2021.

paper, slides and talk video are available in https://www.usenix.org/conference/usenixsecurity21/presentation/rakin 179



https://www.usenix.org/conference/usenixsecurity21/presentation/rakin

Experiments — Black Box Attack (YoLov2)

Table 3: Black-Box attack for object detection.

N Post-attack DNN model |
# person not recognized

Black-Box Un-Targeted Attack on YOLOV2 using RO cell
Target Class (7y) mAP  Post- Attack mAP # of Attacks
All 0.428 0.06 30
Black-Box Un-Targeted Attack on YOLOV2 using LRO cell
Target Class (7,) (mAP Post- Attack mAP # of Attacks]
All 0.428 0.14 63 | W
Black-Box Targeted Attack on YOLOvV2 using RO cell teight butfer ™
Target Class (7,) AP /Post-Attack AP # of Attacks \ 413 seonn a1 s

412 19136555
413 4216652834

Person 0.6039 0.0507 20 s ﬁ;gggz;g%
Car 0.5108 0.0621 18
Bowl 0.3290 0.0348 15

Sandwich 0.4063 0.0125 6 « mAP: mean average precision
\_—Z 180
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Summary: Efficient, Secure, and Intelligent Computing
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Thank You & Questions?
Deliang Fan

Director of Efficient, Secure and Intelligent Computing (ESIC) Laboratory
School of Electrical, Computer and Energy Engineering
Arizona State University, Tempe, AZ, USA

Email: dfan@asu.edu
https://faculty.engineering.asu.edu/dfan/
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